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Doing business on the Internet, which untIl recently was a fairly exotic subject for

most lawyers, is now experiencing an explosion of interest. Companies have begun
offering goods and services over open computer networks on a world-wide scale, and
"electronic commerce"l has become a term ofwhich lawyers remain ignorant at their

peri. With this increase in business activity has come a corresponding interest in the
legal problems of doing business over the Internet. Nationallegislators have shown
concern for the subject and the United Nations Commssion for International Trade

Law (UNCITR) has adopted a Model Law on Electronic Commerce.2
Strangely enough, one topic has not yet received the attention it deserves, namely
dispute resolution.3 Whie parties prepare for a rapid expansion in Internet-related

commerce, they continue to rely on dispute resolution procedures more suited to a
country road than to the "Informtion Highway". Moreover, most legal commentators
have so far been sIlent on thi topic.

Internet co~erce is aleady growing explosively, both in the business-toconsumer and b~siness-to-business sectors,4 which wil inevitably lead to a growth in
international disputes that, in many cases, wil require new and creative solutions.
Moreover, the universal nature of the Internet and the expanded jurisdictional reach of
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1 The authors recognze that terr su
ch as "electronic commerce", "cyberspace", and "the Informtion
Highway" are in rny ways unsatisfactoriy vague. However, these terr are widely used to describe world-wide
computer networks and the tranaction ofbusiness on them. They wi be used here without an attempt at a precise
defition. Whe the tranaction of

business on closed networks (such as Em tranactions) should, strctly speakng,

be considered distinctly from Internet commerce, this arcle uses the above term to refer to both open and closed
networks, as it is felt that rny of the problern described here are applicable to both.

2 See the Report of UNCITR on the work of its 29th Session, UN General Assembly Offcial Records
Supplement No. 17 (A/51/17), Anex 1; now alo avaIable as a separte publication, including a Guide to

Enactment.
3 Arong the activities in related sections, one should mention In parcul the Inform Workshop on Dispute
Resolution in Telecommunications, chaired by Richard Hi andjohn Watkion, which bring together at regur

interval a growing number of experts in the field; see below in Section IV, C.

4 A survey published in The Economist, 25 januar 1997, p. 69, estimates that the value ofbusiness-to-consumer

and business-to-business transactions conducted over the Internet is aleady more than US$ 500 mion each, and
predicts that the busIness-to-business sector alone rny be wort over US$ 67 bilon by the year 2000.
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world-wide electronic commerce brings increased dangers for parties that leave it to the

courts to resolve their disputes. As demonstrated by recent court judgments in the
United States,5 parties doing business on the Internet may be subject to the jurisdiction
of a far-flung court even though their only contact with the jurisdiction is the
business by means of the Internet with a part residing there. This greatly
increased risk ofbeing summoned into a distant court increases the incentive for parties
in electronic commerce to agree on a system for dispute resolution.
The following discussion represents a first attempt to take stock of the issues arising
in this difficult and important subject, and to point to sorne directions in which solutions
transaction of

might be found. The discussion of the subject is made particularly difficult by the fact

rials and practical experience concernig it.

that there is a lack of both relevant mate

However, the authors have no doubt that the subject of dispute resolution is of great

relevance to commercial development of the Internet, and hope that this article can
contrbute to the development of practical solutions to deal with disputes in electronic

commerce.
Disputes in electronic commerce have much in common with disputes in other

contexts, however, there are also sorne differences which require new or adapted
solutions. It also has to be remembered that the tyes of disputes which can arise are
very diverse in nature; solutions proposed must respond to this diversity. Thus, this
article begins with a discussion of the diferent tyes of disputes which may arise in the

context of electronic commerce. Thereafter, the requirements which should be placed
on any dispute settlement procedure and sorne legal issues arising fÌom the introduction
ofinformation technology in dispute resolution systems are considered. This is followed
by an outle of possible dispute resolution mechanisms and concluded by the proposal

of a model for dispute resolution in electronic commerce.
1. TYES OF DISPUTES IN ELECTRONIC COMMRCE

A. CONTRCTUAL DISPUTES

When discussing contractual disputes and the methods of their settlement, the
differences in the contracts concerned must be taken into account. Three categories of
contracts appear particularly relevant.

The first category is that which has perhaps attracted the most attention among
practitioners. It concern the telecommunications infastructure for electronic

commerce, and specincaly contracts between enterprises that operate this infastructure
and enterprises that want to use it in order to offer diferent or competing services to

third parties. Such "interconnection" agreements often affect public licences, and
therefore have a speciallegal status.
5 For example, in Resilscitation Technologies, Ine. v. Continental Health Care Corp., No. IP 96-1457-C-M/S, 24
March 1997 (S.D. Indian), a US federal distrct court deterrned that the defendats were subject to jurisdiction
in Indian based on their traction of

business via the World Wide Web and e-ma with the plaintiff in Indiana.
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Disputes in this category tend to be particularly complex, for a variety of reasons.
They concern, on the one hand, questions of contract interpretation, whie at the same
time problems of contract modication occur quite frequently, since the conditions of

contract can change very quickly and the agreements reached in a contract can be
affected by provisions of other contracts. Finaly, in many countries reguatory bodies
exist which have the power to intervene in the conclusion and execution of such

contracts. This last point is probably the main reason why domestic rules of law
(especialy those relevant to the licensing of telecommunication operations)6 often

contain dispute resolution mechanisms. Disputes of this kind have already arisen and
have been brought before the courts7 or setted in special proceedigs.

On the international level, the European Commssion has a dispute resolution
system in this area, which makes use of national institutions.8 Outside the European

Union, rues relating to the protection of investments are particularly relevant, for
example those contained in bIlateral investment treaties, or multIlateral treaties such as
the North American Free Trade Agreement (NAFTA). The World Bank Interntiona

Centre for Settlement of Investment Disputes (ICSID) may also play a role in this area;

so may the new dispute resolution procedures of the World Trade Organiation
although at present only govemments can be party to them.
A second group of contracts consists of those which are concluded between users
of the Information Highway and firm that grant access to iL In this group fa contracts
regarding telecommunication servces, in particular those of "service providers" who

grant access to communications networks. The provisions of such contracts are normy
set forth in the service provider's general conditions of contract. Disputes in this area

most often concern bils and conditions of access, so that the amount in dispute is
generaly quite smal. However, thi category includes more than simple bilg disputes,

such as controversies with regard to the liabilty of service providers or duties of the user

concemig informtion transmItted.

The most importnt and, for this artcle, the most interesting area is that of
contracts between users. It isin this group that the special characteristics of electronic

commerce and the variety of relationships to which it gives rise become particularly
apparent. In considerig contracts between users, one could differentiate between

commercial contracts on the one hand and consumer contracts on the other, based on

both the differing treatment of these two categories of contracts in national and
international law, and by the differig interests involved. However, the criteria for
6 The draf Swiss Act on Telecommuncation, for instace, with respect to Interconnection disputes
distingushes between the conditions under which interconnection is granted and those concemig the application

of InterconnectIon agreements. The conditions can be fied by the Telecommuncations Commssion, with a
possibilty of appeal to the Supreme Cour in admnistrtive law proceedings, whie their application and that of

substative agreements are subject to the ordina court.

7 This was the case with the dispute between Mercury and OFTL, the British reguatory body, concernng the
basIs on which British Telecom (ET) determed interconnect prices. On 9 Februar 1995, the House of Lords
upheld Mercury's claim and revised the interpretation which OITEL had given to its agreement with BT.
8 In parcular the ONP Leased Line Directive (Directive 92/44/EEC of 5 June 1992). In case of infngements,

under Arcle 12 users can complain to the Commssion, which can then intiate a concilation procedure.
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differentiation are not entirely uniform and the differences are otten difficult to detect,
particularly since world-wide computer networks open up a global market even for the
smalest offeror of goods and services.
ch problems is the diferentiation between ad
hoc contracts on the one hand, as they are concluded for example between an offeror of
goods or services somewhere in the world with a purchaser elsewhere, and on the other
hand contracts concluded in more or less closed groups of specialzed users. The first
More relevant for consideration of su

category covers what is generaly thought of nowadays as "electronic commerce", i. e.

transactions between buyers and sellers over open computer networks such as the
Internet. ln the long term this is certainly the mechanism with the highest volume of
electronic transactions, as it creates a world-wide market without the necessity for the

buyer and seller ever to meet. As mentioned above, this market is growing at an
explosive rate, with software companies already sellg and transmitting their software
over the Internet, and onlne bank opening accounts with customers in far-flung parts
of the world.

The second category includes in particular networks which connect companies and

their suppliers, and which faciltate the ordering, shipment and storage of goods
electronicaly. In such networks agreements for electronic data interchange (EDI)9 are

generaly concluded, for which a variety of form contracts exist. Here a number of other
attempts to reguate aspects of international transactions on an electronic basis must be
mentioned, for example, rues for bils oflading,10 and the SWIFT rues for international

payment transactions. The area of closed networks wi certainly expand greatly and
cover many other areas of electronic commerce. There are, for example, aleady
"electronic stock markets" and networks of companies with their customers.
B. NON-CONTCTUAL DISPUTES

In addition to contractual disputes, there are also a wide variety of disputes which

can arise in electronic commerce out of non-contractual relations between parties;
examples are disputes regarding copyrght, data protection, the right of free expression,
and competition law, which arise with increasing frequency. When violations of rules
in these fields are in issue, the persons concerned often are not confonted in the form

of a confct between two individuals or corporations, so that the question arises
whether the situation may properly be classifed as a "dispute" in the legal sense.
Nevertheless, there is considerable potential for confct in this area, and it is therefore
important that the issues be dealt with efficiently. Non-contractual disputes can concern
both individuals (for example, with regard to copyrghts or rights of personaty),
commercial entities (with regard to commercial or competition rights), or even State
entities or internationa organiations.
9 For furter detas on dispute settement clauses in Em contracts, see Section iv, A below.

10 In parcular Sea Docs, CMI Rules for Electronic Bills of Lading, the BOLERO Project, and the work of

UNCIT.
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It is in the nature of the global Information Highway that such non-contractual
disputes may only be regulated internationay by means of treaties and other forms of
transnational co-operation; examples are the W orld Intellectual Propert Organiation
(WIPO) agreements on copyrght and the Internet, the Organization for Economic Co-

operation and Development (OECD) crytography negotiations, and the present
consultations within the European Union and the G-7 States on Internet content

reguation. However, contractual models may provide paradigm for the resolution of
non-contractual disputes on the non-State level as well.11
C. SUBSTANIVE CRITERIA FOR DIFFERENTIATION

In addition to differentiating among disputes according to their legal basis as
contractual or non-contractual, one can also distinguish them according to the nature

and substance of the dispute.
One important criterion is the differentiation between the application of a legal or
contractual rule on the one hand and its interpretation or further development on the
other hand. In many disputes, both elements are naturaly present in varying form, so
that it is often difficult to alocate a dispute to one or the other category. N evertheless,
ch differentiation is important in discussing dispute resolution mechanisms: disputes
su

which only involve the application of individual contractual provisions can more readiy

be left to the sole discretion of the parties than can disputes which concern the content
of legal rues or standard contracts.
This differentiation is, for example, one of the bases for the "statement of case" or
"consultative case procedure" in English arbitration law. The evolution there is of

some interest for the relationship between dispute settlement and law-making
functions. Under the 1950 Arbitration Act, the arbitrator had the power to submit to
the High Court any question of law arising in the course of the arbitration; he could
alo be directed by the High Court to do SO.12 The relevant provision was repealed by

the 1979 Arbitration Act and replaced by the power of the High Court todetermine,
under certain circumstances, a "prelinary point oflaw".13 The 1996 Arbitration Act
has further restricted the powers of the courts in this respect, but reserves it for any
question of law "which the court is satisfied substantialy affects the rights of one or
more of the parties"; in international arbitration, these powers can be excluded by the
parties.14 The 1979 Act, whie authorizing the parties to international arbitration
proceedings to agree on excluding the determination of a prelinary point of law by

the courts and on excluding appeals against the award, prohibited such exclusion

11 An exaple is the "Cross-Border Complaints System" of the European Adverting Stadads Alance
referred to În Section v, A.3 below.
12 Section 21 of the 1950 Arbitrtion Act; for comments on this provision see e.g. A. Walton, in Russel On
The Law if Arbitration, 7th edition, 1963, p. 188 et seq.
13 Section 8(3)(b) and 2 of

the 1979 Act.

14 Section 45 of the 1996 Act; in domestic arbitrations, such exclusion is vald only when made after the
commencement of the arbitr proceedings (Section 87(1)(a)); for comments see e.g. Hars, Platrose and Tecks,
The Arbitration Ad 1996, A Commentary, 1996, p. 182 et seq. and p. 301.
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agreements in certain substantive matters, in particular shipping, insurance, and
commodity trade disputes.15 This restriction on exclusion agreements was justified
mainly by the argument that disputes in these areas were normaly settled by arbitral
tribunals, so that exclusion of reference to the courts would cause case law to dry up
as a source of the common law.
In legal systems where the predominant role in the development of the law is
played by the legislator rather than the courts, the monopolization of dispute resolution
by arbitrators may seem less worrsome. However, the Information Highway is now
developing into a legal territory of its own, a terrtory for which no uniform legislator
is in sight.16 Therefore, case law must play an essential role in the development of the
law for this new terrtory. Thus, when devising dispute resolution systems for electronic
commerce, their potential for contrbuting to the development of the law must be taken
into consideration.

Another criterion for diferentiation between tyes of disputes relates to their
complexity. Many disputes can be reduced to standard situations, mostly to simple

questions of facto For example, the speed with which commodity arbitrations are
normaly completed can be attributed to the fact that the dispute in many cases merely

concerns the qualty of a shipment of wheat, sugar, oil seeds or the like. For
"commercial men" such "look-and-sniff' arbitration is a matter of days, at most. Whie
disputes in electronic commerce may be quite complex, it must be expected that, in
many instances, they can be reduced to one or a few simple questions. This possibilty
should be taken into account when constructing a dispute resolution mechanism: whie
providing for the resolution of complex disputes, it should not be overdeveloped for
simple cases.
Finay, the nature and qualfications of the parties involved in the dispute should

also be taken into consideration. Thus, proceedings involving consumers may need to
be structured differently than those for disputes between large interntiona companes.

Disputes involving public authorities also present special problems which may require
main of domestic
special solutions; however, since such disputes are priariy the do

reguations, they wil not receive further consideration here.

IL REQUIREMENTS FOR DISPUTE RESOLUTION SYSTEMS
A. TIME AND COST EFFICllNCY

The speed of communication is one of the major advantages of the Information

Highway; disputes concerning transaction on it should, therefore, be settled as quickly
and as cheaply as possible. Speed is required both with regard to access to dispute
resolution systems and with regard to the proceedings themselves.

15 Section 4 of the 1979 Act; for comments see D. Rhdian Thoma, The Law and Practice relating to Appeals

lrom Arbitration Awards, 1994, p. 357 et seq.

16 Despite the useful work of such bodies as UNCITRA and WIPO, they canot be expected to satisfy fully the
dernd for rapid development oflegal rues in the field of electronic commerce.
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Present dispute resolution systems are generaly time-consuming and expensive.
Proceedings before national courts and arbitral trbunals often last years. Many of the socaled "alternative dispute resolution" (ADR) mechanisms normy require much less
time. Whe there is certaiy a possibilty of makig more efficient use of such ADR

methods, their effectiveness is in the end dependent on the existence of proceedings by

which a judge or an arbitrator makes a binding decision, if the attempt at an amicable
settlement fais.

In searchig for ways to speed up the resolution of disputes in electronic
commerce, it must be borne in mInd that appropriate solutions can only be devised if

they take into account other factors which are themselves quite time- and costintensive. In particular, procedural fairness and the protection of rights of the parties to
be heard require that the parties and their counsel set aside sufficient time in order to
cess,

prepare and present their case. The resolution of a dipute can be a complex pro

partcularly in the case of international disputes, and there are lits to the extent to

which the proceedigs may be speeded up. Nevertheless, the time and money which is
now spent in the conduct of many international cases could often be reduced without
serious restrictions on the parties' right to a fair trial.

17

B. QUALIFICATIONS OF THE DECISION-MAR

The persons and institutions which are caled to decide the dispute must have the
necessary qualcations. The point seems self-evident, but it is difficult to determe the
tye and degree of the qualcations necessary in general for international disputes and

specincaly for a partcular case.
For the parties who negotiate a contract or for the drafters of standard forms or

general conditions, the pricipal concern in the choice of the persons to whom they
turn for settlement of disputes is often famiarity with the subject matter of the contract
and with its technical and commercial particularities. Judges and arbitrators who decide

disputes in electronic commerce, indeed, must have at least sorne knowledge of
information technology and the workings of electronic commerce. It is, of course, not
necessary that they be technical experts in this regard, but a basic famiarity with the
technology is certainly desirable.
In addition, legal competence must generaly include the areas of conficts of law
and comparative law. In many cases, international contracts are infuenced by factors
such as practice in a particular industry, standard contracts, rules and recommendations
of international institutions, and other factors which go beyond the applicable law and
which can be of decisive importnce in the interpretation of a contract. Moreover, the
paries often come from different legal systems and have diering ideas about the
17 For methods of simplifyng internationa arbitration proceedings and for rendering them more cost effcient
without restrcting the parties' rights to be heard, see Schneider, Lean Arbitration, in Arbitration Interntional, 1994,
p. 119 et seq.
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proceedings. Thus, one of the main duties of the arbitrator is to bridge cultural
differences and faciltate communication between the parties.
Finaly, linguistic abilties are also important. Whe Englsh is predomiant in cases
involving electronic commerce, it is not infequent that the decision-maker has to have
command of other languages, particularly that in which the applicable law is expressed
and those in which one or both parties normaly use. Moreover, time and money can
also be saved if each part can present its case in its own language, without the necessity
of translation for the decision-maker's sake.
C. TRUST AND ACCEPTANCE BY THE PARTIES

Disputes arise from differing positions taken by the parties and, in order to resolve
them, one or both parties must change their position. If the parties do not do so
voluntariy, for instance with the help of a mediator, then the change must be imposed
on them through a decision by a third part, judge or arbitrator. It is obvious that the

parties' trust in the person or the institution that renders the decision is of decisive
importance.
In the case of national courts, the judicial body as an institution normaly
commnds such trust. In international relations, limited or absent trust in the courts of

a foreign country is one of the main reasons for the widespread use of arbitration. But
an arbitrator, even if he is nominated by an institution and enjoys a good reputation,
normaly does not command the authority of a court and has to win the trust of the
parties. The choice of an arbitrator by the parties or by an institution is therefore a
delicate task which requires great care. ln the conduct of the proceedings the arbitrator
and the institution must make special efforts to establish and to maintain the trust of
both parties in the fairness of the proceedings and the impartialty of any decisions
taken. The need for establishing and maintaining this basis of trust by the parties is an

important factor which lits the possibilty of saving time and costs in international
proceedings.
D. ENFORCEMENT OF THE RESULT
Finaly, the result of the dispute resolution process, whether it is an agreed

settlement, the decision of a State court, an arbitral award, or sorne other decision, must
also be capable of being enforced.
ln so far as arbitral awards are concerned, experience shows that they are generaly

complied with voluntariy; but this is not always the case. Even in the case of voluntar
compliance, it is often the availabilty of mandatory enforcement which prompts such

compliance. The decisions of State courts are more difficult to enforce, unless
enforcement can rely on an interntional treaty between the State of origin and the State
of enforcement.
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Thus, the availabilty of an international treaty for the enforcement of the decision
must be a decisive factor in choosing a dispute resolution mechanism for electronic
commerce.18 Legal aspects of enforcement are discussed further below.19
II1. SOME LEGAL ISSUES AAISING FROM THE INTRODUCTION OF INFORMATION
TECHNOLOGY IN DISPUTE RESOLUTION SYSTEMS

Disputes in electronic commerce need not be resolved onlne. They may be and,
since there are practically no onle dispute resolution services avaiable, normaly are
resolved in conventional fora. But to an increasing extent, informtion technology is
introduced in these conventional fora.
The introduction of informtion technology into the dispute resolution pro

cess

raises a number of legal issues. The precise nature of these issues and the manner in
which they are treated may vary fÌom one legal system to another. N evertheless, there
are some general traits. The following explanations may give sorne indications about the
tye of issues and possible responses which arise when inormation technology is used
in dispute resolution.

A. THE DISPUTE RESOLUTION AGREEMENT

Contracts concluded by electronic means raise a number of legal issues. The
questions and possible answers which arise in this context in principle also apply to the
agreement on the resolution of disputes arising out of such a contract, whether these
agreements take the form of a contract clause or are made in a separate document. ln
addition there are some issues specifc to dispute resolution agreements.
A major issue in this regard arises fÌom provisions in nationallaws and international
conventions which require that foru selection or arbitration clauses be "in writing".
The wrtten form is required for instance in the Brussels and Lugano Conventions20
with respect to prorogation agreements and in the New York Convention21 with
respect to arbitration agreements.
The UNCITRA Model Law on Electronic Commerce now defìnes "wrting" as
follows:

"(1) Where the law requires inormtion to be in writig, that requirement is met by a data
message if the informtion contained therein is accessible so as to be usable for subsequent
reference.
18 The most importt such instrments are, in the case of arbitral awards, the United Nations Convention on
Foreign Arbitral Awards done at New York on 10 June 1958 (the "New York
Convention"), and, in the case of court decisions in Europe, the European Conventions on jurisdiction and
Enforcement of Civi and Commercial judgents, done at Brussels on 27 September 1968 and at Lugano on 16
September 1988 (the Brussels and Lugano Conventions).
19 See Section II, C below.
the Recogntion and Enforcement of

20 Arcle 17.

21 Arcle II.
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(2) Paragrph (1) applies whether the requirement therein is in the forI of an obligation or
whether the law simply provides consequences for the informtion not being in writing. "22
Specifcaly in the field of arbitration, some legislation has included provisions

which take account of electronic communication. ln Switzerland for instance, an
international arbitral agreement may take any form which permts it to be evidenced by
a text.23 Thus, electronicaly transmItted arbitral agreements are vald under SwIss law,24

since the decisive element is visual perception and physical reproducibilty.25 The

UNCITR Model Law on International Commercial Arbitration states that the
requirement of the written form is fulfiled if the arbitration agreement is contained in
a "document signed by the parties. ..or in.. .other means of telecommunications which
pro

vide a record of the agreement..." 26

However, the valdity of an electronicaly transmItted arbitral agreement is less
certai under a number of other legal systems. For instance, Dutch law requires "a

writing",2 and the Italan Civil Procedure Law, which was amended in 1994, also
requires "a wrting", in which context, oddly enough, only telegrams and telexes are

mentioned.28 German law likewise requires that an arbitral agreement be in wrting
(" Schriftfonn"), which means wrtten on paper,29 unless the parties are merchants
(" Vollkaufleute") within the meaning of the Commercial Code.30

In addition, there are other nationallaws which cause obstacles to the conclusion
of contracts onlne and could affect the valdity of dispute resolution clauses entered into
electronicaly. For example, the Germn "Standard Term and Conditions of Contract
Act" ("Gesetz zur Regelung des Rechts der Allgemeinen Geschêitsbedingungen" or "AcB-

vides that contract terms which one part has uniateraly
established in advance with the intent of using them in a number of future transactions
Gesetz") generaly pro

must be clearly identifed to the other part, who must be given a reasonable

opportunity to review these term and approve them in advance.31 If these conditions

are not complied with, the term and conditions wil be disregarded and the entire
contract wil be governed by statutory law.32 The ACB-Gesetz is generaly interpreted

by the courts in a very consumer-friendly way. Under the ACB-Gesetz, it is unclear to
22 Supra, see footnote 2, Arcle 6.
23 The 1987 Swiss Federal Private Internationa Law Act (PIL Act), Arcle 178 para. 1: "Quant à lajorme, la
convention d'arbitrage est valable si elle est passée par écrt, télégramme, télex, télécopieur ou tout autre moyen de communication
qui permet d'un établir la preuve par un texte" (((..., die den Nachweis der Vereinbarimg durch Text ermöglicht"; ((.. .consenta

la prova per testo"). With respect to domestic arbitration clauses, the wrtten form ("jorme écrte", "Schrijtform", "jorma

scrtta") is required by Arcle 6 of the 1996 Intercantona Arbitration Convention, the Concordat.

24 Pierre Lalve/jean-François Poudret/Claude Reymond, Le droit de l'arbitrage interne et international en Suisse,

LDIP 178, n. 9 (1989).
2S Werner Wenger, in Basler Kommentar, Internationaes Privatrecht, H. Honsell/N.P. Vogt/A. Schnyder
the statement of
(eds.), IPRG 182, n. 12 (1996). However, the author adds the quacation that this is tre only if
agreement is not just displayed on the screen, but can be permently stored or printed out.
26 Arcle 7(2).
27 Dutch Civil Procedure Law, Arcle 1021.
28 Itaan Civi Procedure Law, Arcle 807.

29 Germ Civi Procedure Law, Arcle 1027(1).
30 Germ Civi Procedure Law, Arcle 1027(2) and Germn Commercial Code, Arcle 4.
31 AGB-Gesetz, Arcle 6.
32 AGB-Cesetz, Arcle 6.
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what extent courts wil alow parties offering goods or services on the Internet to bind
purchasers to the terms of frequently lengthy standard contracts and which tyicaly
contain dispute resolution clauses.

Likewise, the German "Law on Revocation of Contracts Concluded Door-toDoor" ("Haustünviderrujsgesetz") gives consumers a wide-ranging right to revoke

contracts concluded "door-to-door" within a certain time-limit. The extent to which
this law applies to onlne transactions concluded by consumers in their homes is a matter

of debate in Germny. If it did apply, this law could alow consumers to invaldate
transactions containing dispute resolution clauses. Simar issues anse with regard to the
German Law on Consumer Credit Transactions (" Verbraucherkreditgesetz").

The New York Convention, when requiring that an arbitral agreement be "in
writing", specifes that the term includes agreements contained in an "exchange of
letters or telegrams". 33 The term "telegram" has been interpreted by sorne courts to

include other modern means of telecommunication.34 ln a recent case,35 the Swiss
Supreme Court decided that the provisions of the New York Convention are to be
the UNCITRA Model Law, and thus the form
the New York Convention are substantialy equivalent to (the liberaly
construed) Aricle 178(1) of the Swiss Private International Law Act referred to earlier.

broadly interpreted withi the meaning of
requirements of

Nevertheless, sorne commentators interpret Arcle II of the Convention more
restrictively,36 so that this point is not fuly settled even in Switzerland.
B. THE PROCEEDINGS
Other legal problems may arse in the course of the proceedigs. In onlne

proceedigs it may for instance not be possible to determe a physicallocation where
procedural acts of the arbitral trbunal are performed. Where the applicable law relies

on physicallocation as did, at least with respect to the signature of the award, Englsh
arbitration law prior to the 1996 Arbitration Act,37 this may give rise to diffìculties with
respect to the determnation of the place of arbitration and, hence, the law applicable to
the proceedings.

The result could be a "floating arbitration" and a "floating award", with
uncertaities concerning a number ofimportant matters ranging £Tom the law applicable

to the proceedigs, to the jurisdiction of the courts providing legal support to the

arbitration and possible review and enforcement of the award. In legal systems which
have adopted the Swiss concept of the "seat" of the arbitration, these difficulties are less
likely to arise, since the seat is a legal concept which serves as the factor connecting the
33 New York Convention, Arcle II(2).
34 Gar Born, International Commercial Arbitration in the United States (1994), p. 292, footnote 221 with
references.
35 BGE 121 (1995) II 38 at 44.
36 See Lave/PoudretlReymond supra, footnote 24, LDIP 178, n. 6.
37 See the judgent of the House of

Lords in Hiscox v. Oiithwaite, (1991) 1 W.L.R. 279; regarding ths decision

see Michael Schneider in ASA Buletin 1991, p. 279.
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arbitration to a specifc legal system and is independent of the place where the
proceedings physicaly take place.38 This concept has now also been adopted in the 1996
English Arbitration Act.39

Signcant practical problems may arise in an onlne arbitration with regard to
confdentialty and security of the proceedings, particularly those conducted over open
computer networks. The Internet is an inherently insecure medium, so that steps would
have to be taken to protect the security of any messages or documents transmItted over
it, for instance through the use of encrytion.40 In this regard various jurisdictions

around the world have recently been enacting legislation on digital signatures,41 the use

of which could be crucial in ensuring an adequate level of security in onlne

terme with alost

proceedings, since they can alow the decision-maker to de

complete certainty that electronic messages did in fact originate from the parties which
they purport to originate from, and that they were not altered since being sent. On the

other hand, national and international restrictions on the use of encrytion for
confdentialty could inhbit parties and arbitral tribunal from using it to ensure the
confdentialty of informtion and messages transmItted electronicaly. In any event,
procedural rules of both national courts and arbitral institutions would require
modication to meet the security concerns of the parties,42
Most sets of arbitral rues and nationa procedural laws contain requirements of
form which would have to be modied in the context of onlne arbitration. Thus, the

Rules of the London Court ofInternational Arbitration (LcIA) refer to the presentation
of evidence "in written form"43 and to "hearings",44 and the Internationa Chamber of

Commerce (Icc) Rules, in their present form, contain frequent references to
"wrtings",45 so that doubts may arise as to the admssibilty of electronic means for such

procedural acts. The revised Icc Rules, which wil become effective in 1998, now
expressly authorize transmIssion by "any other me

ans of telecommunications that

provides a record of the sending thereof". 46 Under German law it is unclear whether
electronicaly transmItted messages are admssible as evidence to show that the sender
made the statements contained in them, or whether their evidentiary value is subject to
38 See Lave/Poudret/Reymond supra, footnote 24, LDIP 176, n. 5; Fran Vischer, in Basler Kommentar zum
IPRG supra, footnote 25, IPRG 176, n. 5.
39 Sections 3 and 53.

40 See, regading security problern on the Internet and the legal status of encrytion, Christopher Kuner, Legal
Aspect if Encption on the Internet, Interntional Business Lawyer, Apri 1996, p. 186 et seq.

41 See for example the Uta Digita Signature Act, enacted in 1995 (avaIable on the Internet at
htt://ww.state.ut.us). and the proposed Germ Digita Signatue Act and Ordinace (avaiable in Englsh

tranlation on the Internet at htt://ourworld.compuserve.com/homepages/ckuner), which are to be adopted in
late 1997. The matter is now being dealt with by the W orkig Group on Electronic Commerce of the United
Nations Commssion on International Trade Law (UNCITR), see in parcular the Report of
the Working Group
of12 March 1997, (Ref A/CN.9/437) and the UNCITRA Model Law on Electronic Commerce.

42 See UNCITRA, Dra Notes on Organzig Arbitral Proceedings, A/CN.9/ 410, §§ 29 and 33-36. However,

these questions are treated cursoriy in the final version.
43 LCIA Rules, Arcle 12.2.
44 LCIA Rules, Arcle 12.2.

45 See, e.g. Icc Rules, Arcle 13(7) (disclosure ofpotential confcts ofinterest by the arbitrator "in wrting")
and Arcle 17(1) (submission by the pares of
"pleadigs and wrtten statements").
46 Arcle 3(2).
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the discretion of the court.47 In arbitration, the powers of an arbitrator with respect to

the conduct of the proceedings,48 can normaly be understood to include those for
makig the arrangements for electronic production and transmission of pleadigs, briefs,
documentary evidence and other communications which the applicable rules require to

be made "in writing". It is advisable, however, for the arbitrator to discuss such
arrangements with the parties so as to avoid subsequent objections. Where the
procedural rues provide for Term ofReference49 or simar documents setting out the
paricularities of a specifc arbitration, such a document is the suitable place for
recording the arrangements on electronic production and transmIssion of documents.
Finay, it should not be overlooked that the absence of personal, face-to-face

communication in onlne proceedings introduces a rik of mIsunderstanding. This risk
is particularly serious in international arbitration where often at least sorne of the

arbitrators, parties and counsel do not know each other beforehand and where
confdence building is particularly important. For this reason, a personal meeting
between the arbitrators and the parties at an early stage of the proceedings has become
a reguar feature in international arbitration. If in onlne arbitrations such meetings are
omItted, ways should be found (for example, video conferences) to reduce the dangers
of mIscommunication.
C. ENFORCEMENT OF THE DECISION
If the proceedigs le

ad to a bindig decision, the parties may comply with it

voluntariy. However, voluntary compliance cannot be presumed and the need for
enforcement may arise. In this respect, arbitral awards have an advantage over judicial

decisions, since their enforcement, alost everyhere in the world, can rely on the
New York Convention.
The issues which have just been mentioned may give rise to sorne dificulties at the
enforcement stage also. Thus, defects in the valdity of the arbitration clause, for instance
due to restrctions with respect to arbitration agreements in consumer contracts, may be
raised as obj ections to enforcement of an arbitral award,50 or the courts of the enforcing
the New York Convention have not
been complied with if notice of the proceedings was given onlne.51
Furthermore, dificulties may arise when it has to be determed whether the
arbitral procedure was "in accordance with the law of the country where the arbitration
State may consider that the notice requirements of

47 See M. Schwarz (ed.), Recht im Internet, § 6-5.1 (1996); Germ Civi Procedure Law, Arcle 416.

48 See e.g. Arcle 13 of the LcIA Rules or Arcle 7(h) of the mA Supplementa Rules Governng the
Presentation and Reception of Evidence In Interntiona Commercial Arbitration.
49 Terr of

Reference are a parcularty of the Icc Arbitration Rules which have found application in other

proceedings, too. In the 1998 Icc Arbitration Rules the matter wil be reguated in Arcle 18. See Schneider, The
Terr of Reference In the fortcornng Íssue of the Buletin of the Icc Court of International Arbitration with
furter references.
50 Article V(l )

(a) of the Convention.

51 Ibid. Arcle V(l)(b) perrts refusal of enforcement if

"the par against which the award is invoked was not

given proper notice of the appointment of the arbitrator or of the arbitration proceedigs or was otherwse unable
to present his case".
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took place".52 The international differences with respect to the concept of

the arbitration have been mentioned above.

the "seat" of

Finaly, it must be expected that onlne awards wi be difficult, if not impossible,
to enforce, unless a hard copy of the award has been issued. Indeed, Aricle iv of the

N ew York Convention requires that a part applying for enforcement of an award must

present "the duly authenticated origial award or a duly certed copy thereof". Thus,
the parties to an onle arbitration are well advised to require the arbitrators to issue a

hard copy of the award, in order to comply with the requirements of form to make it
"bindig on the parties".53
iv. PRSENT PRCTICE AND AVAILABLE OPTIONS FOR DISPUTE RESOLUTION IN

ELECTRONIC COMMRCE

Contracts concluded in electronic commerce or concernig it often contain
dispute resolution clauses, however many of these clauses are of questionable
effectiveness. Frequently such contracts reguate in mInute detail techncal aspects but
seem to attribute little attention to dispute settlement. Contract provisions in this respect
are at best are standard clauses which rarely address the particularities of the electronic
medium and not infequently show little, if any, understanding of the law and practice
of international commercial dispute settlement.
A. EDI FORM CONTRACTS

Agreements for electronic data interchange (EDI) have been the subject of
important efforts of standardiation. This is not surprising, given that EDI was the first

business application to make wide use of cyberspace, and that it accounts for a
considerable amount of business world-wide. Many of these standard contract form
contain sorne sort of dispute resolution clause. For example, the "Standard Electronic
Data Interchange Agreement" of the British EDI Association54 contains a general choice
of forum clause with the possibilty of arbitration. Paragraph 15.1 reads as follows:
"Unless the partes agree to submit the matter to arbitrtion or other procedure for the

resolution of diputes, or to select a diferent jurisdiction, any matter or dispute arising from,

out of or in connection with thi Agreement, as to its valdity, interpretation, constrction
or penorrnce shal be subject to the sole and exclusive juridiction of the Englih Courts."

In the comments to the contract, there is a general reference to the possibilty of
an arbitration clause, but no further inormation about its particulars. Englsh law is
made applicable, to the extent that foreign law is not agreed to by the paries.
vides in its EDI form contract that disputes
The Italan association EDIFORUM pro

52 Ibid., Arcle V(l)(d).
53 Under ibid., Artcle V(l)(e) enforcement may be refused if

pares. . . " .

54 3rd edition December 1993.

"the award has not yet become binding on the
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are to be decided by arbitration under the rules of the International Chamber of
Commerce in Paris, without providing further details-the choice of law is left to the
parties.
the automobile industry, provides in its
interchange agreement that disputes arising under its EDI contract are to be decided by
ODETTE,55 the European EDI association of

procedures applicable to the underlying transaction.
The form contract for a Canadian "EDI Tradig Partner Agreement" provides for
arbitration before a single arbitrator, who is to be named by the EDI Council of Canada
and must be an EDI expert:

"ln the event of any disagreement or dispute between the partes as to any matter arsing
from or related to ths Agreement and which the partes are unable to resolve a£ter good
faith negotiations, the matter shal be referred to and deternned by arbitration under the

Arbitrtion Act ((Ontario)) by a single arbitrator who shal be an independent expert in
electronIc data interchange technology appointed by the President for the tIme being of the
EDI CouncIl of Canada, and whose decision shal be final and bindig on the partes.
Judgment upon any arbitral award may be entered in any court havingjurisdiction."56

The comments to the form contract point out that the parties may choose the
substantive law and the law applicable to the arbitration, which is, however, only
contemplated as the law of other Canadian provinces.
The EDI contract of the American Bar Association alows the parties to conclude
the following arbitration clause:
"Any controversy or daim ariing out of or relating to th Agreement, or the breach

thereof, shal be setted in accordance with the Commercial Arbitration Rules of the
American Arbitration Association, andjudgment on the award rendered by the arbitrtor(s)
may be entered in any court havigjuridiction thereof"57

The commentary to this clause recommends that it be considered whether an
arbitration clause or an alternative form of dispute resolution is appropriate, but gives
no further commentary. The following statement is made in the introduction to the
contract:
"The Study recognsed that Em commercial practices are characteried by speed and
increased effciency. Accordingly, the Task Force deternned that, in the event of a dipute

arising out of or relatig to the use of Em, seeking expedited resolution of tht dispute was
consistent with the objectives which Em attempts to achieve."58
The task force do

es point out that the techncal EDI knowledge of the arbitrators

55 Organzation for Data Exchange via Tele Tranmission in Europe.
56 Model Form ofElectronic Data Interchange Trading Parer Agreement and Commenta, prepared by the

Lega and Audit Issues Commttee of the Electronic Data Interchange Counci of Canada, 1990, par. 10.01.
57 Model Electronic Data Interchage Trading Parer Agreement, dred by the Electronic Messagg
Servces Task Force, Subcommttee on Electronic Commercial Practices, Uniform Commercial Code Commttee,
Business Law of the Arerican Bar Association, reprinted in The Business Lawyer, June 1990, p. 1717
Section of
et seq.

58 The Commercial Use ofElectronic Data Interchange-A Report and Model Trading Parer Agreement
by the Electronic Messaging Servces Task Force, The Business Lawyer,june 1990, pp. 1645, 1697.
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could be an advantage in arbitration proceedigs, but does not translate this into detais
specifc to EDI disputes.

The European Model EDI Agreement is also not partcularly origial with regard
to dispute resolution:

Alterntive 1
Arbitration clause

Any dispute arising out of or in connection with ths Agreement, including any question
regardig its exitence, validity or tennation, shal be referred to and finaly resolved by

the arbitration of a (or three) person(s) to be agreed by the partes, or faig agreement,

to be nomInated by ................, in accordance with and subject to the mIes of procedure
of ..................... .
Alternative 2
Jurisdiction clause

Any dispute arising out of or in connection with ths contract shal be referred to the court
of ................ , which shal have sole jurisdiction.59

The commentary to these provisions demonstrates an incorrect knowledge of
international arbitration in several important areas. For example, it mentions UNCITR
as an appointing authority,60 although the UNCITR Secretariat expressly refuses to
perform this function. The clauses and comments do not show any specifc efforts to

take account of the paricularities of the electronic medium in disputes under EDI
contracts.
ln the EDI Form Contract of the UN EconomIc Commssion for Europe (ECE), 61
the above clause contained in the European Model EDI Agreement is incorporated

verbatim, whie sorne of the mIstakes which one finds in the text of the European
Model Agreement are avoided. The option for arbitration is described as follows:
"Since those seekig to use electronic communications are most liely attcted to the

benefit of speed and efficiency which the technology provides, they may alo fà.vour
adopting a simar method of dispute resolution, i.e. arbitrtion (Alternative 1)."62

However, the commentary to the Form Contract does not say how "the benefit of
speed and efficiency" to which it refers is to be achieved.
This brief survey of dispute settlement clauses in standard EDI contracts shows that
drafters of such contracts, whie they make alowance for the possibilty that disputes
may arise, seem to have given little thought to the particularities and complexities of
such disputes, and even less to solutions which are adapted to the electronic medium.

59 Article 12 of
the Model EDI Agreement, Offcialjoumal of
the European Communties of28 December
1994, No. L 338/98, p. 104.
60 Offcialjourn of
the European Communties of28 December 1994, No. L 338/98, p. 114.

61 UN ECE Document ECE/TradeI208, janua 1996.

62 Section 7.7.
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This seems to reflect the situation as it prevais generaly in the practice ofEDI networks
and other closed systems of electronic communication.63
B. OTHER TYES OF AGREEMENTS

The situation is not much better with regard to other tyes of agreements, indeed,
it seems that hardly anyone has thought much about the particular legal problems of
electronic commerce in drafting dispute resolution clauses.
For example, the English version of the CompuServe membership agreement
provides the following in paragraph 16 (version of 17 September 1996):
"This Member Agreement and ai of the partes (sic) respective rights and duties in
connection herewith shai be governed by and construed in accordance with the laws of the
United States of America and, exduding confcts rues, of the State of Ohio. Any cause of
action of Member, or by users of Member's account, with respect to the Servce or th

Member Agreement must be intituted withn one year afer the daim or cause of action
has arisen or be barred."

The clause is oflittle help for the settlement of disputes which may arise under the
contract. It does not even identif the court before which claIm must be brought. The
valdity itself of the clause seems questionable under certain provisions of nationallaw,
ch as the German Standard Term and Conditions of Contract Act discussed above.
su

More care has been given to the dispute settlement question in the "roamg
agreements" for mobile communications. The associations of companies providing such

services have prepared standard agreements governing the cross-border exchange of
services ("roamng") and the charges for them. These agreements contain a two-stage
dispute settlement clause providig, in the first stage, submIssion of the dispute to the
Commttee of the Association and, if no agreement can be reached before that forum,
arbitration in Geneva, according to the ICC Rules.
C. AVAILABLE RULES AND INSTITUIONS
Few existing dispute resolution rues or institutions pro

vide for the specifc needs

of dispute settlement in electronic commerce. However, some of the well-established

intitutions have started to consider the effect and potential of the electronic medium
and have made sorne adaptations.

The new Icc Arbitration Rules which wil become effective in 1998 now
specifcaly provide for the possibilty of electronic communication. Aricle 3, paragraph
63 For instace, a recent arcle on "Electronic Communications in an Interntional Franchising Network"
discusses electronic communications extensively, including EDI and the Internet (Polsky & Goldr, Electronic

Communications in an International Franchise Network, Interntional Business Lawyer, May 1997, p. 211). Whe the
arcle deal with sorne issues resulting from electronic communications (e.g. contract issues, records, disco

very

etc.), it does not consider the possible contrbution of the electronic medium to the dispute settement process.

Another artcle in the same issue (fesse & Lowinger, Planning for Dispute Resolution in International Franchising
Relationships, p. 221) dicusses mediation, arbitrtion, and litigation in cour without reference to the electronic

medium.
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(2) of the new Rules sets out the me
Secretariat may notify the parties; it adds to the me

ans by which the Arbitral Tribunal and the
ans indicated in the previous version

ans of

a number of others and then concludes by alowing "any other me

telecommunication that provides a record of the sending thereof".
The Geneva Chamber of Commerce and Industry is in the course of reviewing its
rues with the ai of adapting them to the needs of electronic communications. At

present, the working group has concluded that unreguated use of electronic means of
communication would create an excessive legal risk. The revision envisaged leaves it up
to the arbitral tribunal to prescribe the means of communication but adds that the use
of electronic means requires the express consent of the partes.
ln addition to the adaptation of existing rues, a number of mechanisms designed
to fit the particular circumstances of electronic commerce are now being developed.
Some of these efforts, however, reflect the lited perspectives which have been noted
above in the examInation of sorne contract forms relating to electronic commerce.
For instance, a French EDI form contract contains provisions for a special tye of
arbitration proceeding. The contract, published by the CIREDIT,64 provides in paragraph
10 for the application of

French law, and specifes that this is also the case in international

transactions:
"Toute contestation résultant de l'interprétation ou de l'application du présent contrat tye

qui ne pourra être réglée à l'amable entre les partes sera de la compétence exclusive du
trbunal de commerce de Pari, ou, si les partes préfèrent recourir à un arbitrage, après
signature d'une convention à cet effet, le litige sera soumis à l'arbitrage de la Commssion
FAX-EDI du ClREDIT qui statuera selon son règlement intérieur et dont la sentence aura un
caractère obligatoire."

It should be emphasised that arbitration according to this provision, requires that
an additional arbitration agreement be "signed". The provision makes recourse to
onlne arbitration doubtful if not impossible.
A variety of other contracts often contain provisions for a tye of advisory board
or management commttee to sette disputes; this is often the case in contracts involving

closed networks, where it is particularly important to ensure continued good relations
between the parties.65 In such cases, the parties send representatives to the particular
body, where disputes are regularly discussed. Extraordinary meetings can be caled in
case of disputes which require urgent action. Particular contact persons are named for
specife tyes of disputes, who can consult al those participating in the network.
Disputes not settled in this maner are tyicaly brought before an arbitral tribunal.
International organisations, too, have begun to take up the subject of dispute

resolution in international computer networks. For example, the European
Commssion has started work on this subject within the scope of

the TEDIS programme.

64 Centre Interntiona de Recherches et d'Etudes du Droit de l'Informtique et des Télécommunications.

65 The above-mentioned stadad ageement of mobile telecommunication companes, providing an intial
reference to the Commttee of the Association, is an example of such a two-tier system. Another exaple was the

British Data Interchange on Shipping (DISH) programe and its Pilot Project Interchange Agreement which
provided for a prelirnnar procedure before the DISH Mangement Commttee.
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The questions is also to be considered within the scope of work on the "global market
place" by the G-7 and the G-4 States. However, it must be recognzed that such efforts

are stil at a very early stage.
Among the fora where the subject receives attention, the Informal Workshop on
Dispute Resolution in Telecommunications66 should be mentioned, which brings

together at reguar intervals a growing number of experts in the field and which is
developing dispute resolution mechanisms for the telecommunications sector. The
group's members include representatives of industry, companies subject to State

reguation, and specialsts in the dispute resolution field.

The most advanced efforts in this direction seek to provide for the actual setdement
of disputes onle. Perhaps the best-known su

ch procedure is the "Virual Magistrate

Project" runjointly by the American Arbitration Association and Vilanova University
Law SchooL 67 The Virual Magistrate provides for an expedited pro

cess of dispute

resolution, and attempts to resolve complaints within 72 hours after acceptance.
Complaints are submItted by e-mai to the Vilanova Center for Information Law and
Policy, and a request may be made that information pertainng to the complaint remain
confdential. The Virtual Magistrate expressly lits its jurisdiction to:
"complaints about messages, postings, and files alegedly involving trademark infngement,
misappropriation of trade secrets, defàtion, fIaud, deceptive trade practices, inappropriate
(obscene, lewd or otherwise contrar to system mIes) material, invasion of privacy, and

other wrongf content".

Thus, the Virtual Magistrate is by its terms limIted to disputes involving onle
services (though it does not deal with questions about bilng or financial obligations
ers and system operators).

between us

After receiving a complaint, the Virtual Magistrate decides whether to accept it,
and then notifes the parties. Upon their agreement to participate in the proceedigs,
the 72-hour time period begis to run. Once the complaint has been accepted, the

American Arbitration Association selects an available magistrate from a pool of
specifcaly qualed persons. A LISTSERV or news group is established for each case, so
the participants can post messages thereto; thus, the proceedig itself takes place mainy
onlne. There are no specifc procedural rues, except that "the magistrate wil conduct
fair and appropriate proceedigs to reach a decision in the time avaiable". Private
communications are possible between the magistrate and the parties by e-mail, and the

parties are also notifed of the magistrate's decision in that manner. Procedural matters
not addressed by the Virtual Magistrate rules are to be resolved in accordance with the

American Arbitration Association Commercial Arbitration Rules and "general
principles of faimess".

The Virual Magistrate has many interesting innovations which deserve further
study. In particular, it makes use ofInternet technology to expedite the proceedings and
66 See supra, footnote 3. The Workshop is chaired by Richard Hil andjohn Watknson; the authors partcipate
In its work.

67 Informtion on the Virtual Magistrate is avaIable on the Internet at http://vrg.1aw.vill.edu:8080/.
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control costs. It is inorm and uses a specialy selected pool of magistrates with
experience in the technology. N evertheless, the Virtual Magistrate pro

cess has obvious

litations. In particular, the jurisdiction of the process is lited, and enforcement of
its decisions, outside the United States does not seem to be assured. Thus, the Virtual
Magistrate is a usefu beginng and stil far away from a fuy developed dispute

resolution system for electronic commerce.68

Another onlne dispute resolution system is the mechanism developed by the
"International Ad Hoc Commttee" for the use of onlne mediation and expedited
arbitration in the resolution of disputes concerning Internet domain names.69 Under this

system, applications for domain names admstered by a "Council of Registrars"
(CoRE-a non-profit organisation to be established in Switzerland) must agree to the

following:

. "To partcipate in onlne mediation under the mediation rues of the Arbitration and
Mediation Center of the World Intellectual Propert Organiation (Geneva), if su

ch

mediation is initiated by a right hoider who wishes to chalenge the domain name
applicants right to hold and use the second-Ievel doman name.

. To partcipate in bindig expedited arbitrtion under the correspondig rules of the Wipo
Arbitration and Mediation Center, if such arbitration is initiated by a right holder who
wishes to chalenge the doman name applicants right to hold and use the second Ievel
doman name. "70

The Final Report states that "applications submitted electronicaly must include
state of the art electronic identifcation", which seems to contemplate the use of digital
signatures in the conclusion of the dispute resolution agreement.71

Proceedings are held before "Admnistrative Domain Name Chalenge Panels",
comprised of "international experts in the fields of intellectual propert and Internet
main names", and are supervised by the WiPO Arbitration and Mediation Center. 72
The proceedings are held onlne, with a fast-track procedure providing for a decision
do

withi 30 days for chalenges brought withi 60 days of registration of the domain.73
Chalenges and proposed decisions are to be made avaiable on the Internet, and third
parties may submit comments before a final decision is made,74

This system holds real promise for the further development of onlne dispute
resolution. Its litation to a strictly defined area (Internet domain names) may increase
the chance that it wil prove workable in practice. The absence of rules for the conduct
of the onle proceedings in this system has the advantage of offering flexibilty but, at
the same time, creates insecurity and the risk of unpredictabilty. The system has sorne
68 To be far, the Virtua Magistrate rules thernelves state that "ths is an experimenta process, and the rues
may be amended from time to time based on experience".

69 See Final Report of the Interntional Ad Hoc Commttee: Recommendations for Admnistrtion and
Mangement of gTLDs, avaIable on the Internet at htt://ww.iahc.org/ draft-iahc-recommend-OO.htr.
70 Ibid., § 7.1.1.
71 Ibid., § 6.1.5.
72 Ibid., § 7.1.2.
73 Id.
74 Id.
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important litations. In particular, the panels have no legal authority over the parties,

and the parties are free to pursue other remedies before courts and arbitral tribunaS,?5

However, the fact that the Chalenge Panels have authority over the domain names in
issue give them a certain amount ofleverage over the parties.
D. CONCLUSION

It appears from the investigation presented above that, despite the explosive growth

of electronic communication and commerce in the past two years and despite usefu
initiatives, there are no appropriate dispute resolution mechanisms for most of the
confcts which may arise in electronic commerce, domesticaly and even more so
internationaly. The initiatives taken have a very lited scope and are far from
satisfactory for companies doing business onlne. Thus, at least for the moment, it seems

that, once a dispute arises, parties engaged in electronic commerce wil have to leave the
Information Highway and continue their journey on a country road.
V. OUTUNE OF POSSIBLE DISPUTE RESOLUTION MECHANISMS

Given the large variety of different dispute resolution mechanisms now in existence
(ranging £rom mediation and many other form of ADR to different form of arbitration
and court proceedings), there might not be any need to invent a completely new dispute

resolution system for electronic commerce. Nevertheless, such disputes no doubt
require changes in existing mechanisms, and may lead to some novel approaches. This
section describes sorne possible mechanisms which could be developed, and sorne of the
factors to be considered in this development.

A. PROCEDURS
1. Collective Prevention and Seulement of Disputes: ((User Croups" and Expert Fora

One of the most remarkable features of the Internet and of other networks is the
ease with which people from al parts of the world can communicate about the greatest
variety of subjects. Whoever has a subject which might be of interest to others can
publicize his views and invite discussion on it. Innumerable groups have been formed
for such discussion and every day new ones are formed. Occasionaly such groups reach
beyond mere discussion and organie collective action.
An investigation of means for dispute settlement in international electronic
commerce should not neglect the resource which su

ch discussion and possible collective

75 Id. An admnistrative doman name chalenge panel has authority to determe whether a second-level
do

main name is held in violation of the policy; but otherwise cannot mae any decisions binding on the pares. It

has no authority to review or enforce any nationa or regional intellectu propert right or obligation, apar from

the deterrnation with respect to the doman name. The effect of this deterrnation on the jurisdiction of a cour
to hear cases interpreting and enforcing intellectual propert rights is doubtful.
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action may provide. Two kinds of groups might be distinguished, user groups and
expert fora, each of which might play a different role.
User groups were probably fìrst formed in the computer industry; they can now be
found occasionaly in other industres. Such groups bring together users of a product or
service for an exchange of their experiences among themselves or with those who offer
the product or service. The participants in the exchange are concerned mainly with the
most effective use of their equipment and softare and with possible improvements.
The spectrum of such groups ranges from informal, occasional exchanges among
specialsts interested in particular products, to large, well-organized associations.

Members communicate often by e-mail, but also in newsgroups, LISTSERV groups, or by

newsletters.

The exchange of inormation with other users improves the understanding of the
product or service by the users. It provides manufacturers or sellers with suggestions for
improvements in their products or services, and assists them in setting their priorities and
in communications with users. Such communication between suppliers and users alows
for early identifcation of problems, and thus the avoidance of disputes. Once disputes
arise, the user group can cause pressure to be put on the supplier and can contribute to
the search for creative solutions.
Thus, user groups can transform the dispute between a supplier and an individual
vide new or different forms of
consumer protection on a world-wide basis and may offer a basis for negotiation in a
more balanced setting, improving the chances for settlement.
client into a collective process. This in turn can pro

Among the various kinds of discussion groups wlùch communicate on the
Internet, many are comprised of persons knowledgeable in a particular subject who
wish to exchange information in their field of special expertise. Such expert fora can
be formed about any subject imaginable, including those relevant for the settlement
of disputes. Thus, specialists may communicate about issues concerning electronic
signatures, protection of intellectual property, product standards, choice oflaw issues
or liabilty questions. Groups may also be formed to consider questions of contractual
and other relations in particular industries which offer goods and services on the

Internet. There may be an expert forum on the sale of softare, on bankng or
insuranceservices, on telecommunications, travel services and many others. Indeed,
many of the subjects just mentioned are dealt with already by operating discussion
fora.

These fora alow discussion of disputed points on a world-wide basis and may
bring to bear many, or possibly al, relevant points of view. They can contribute to
the settlement of disputes in a twofold manner: on the one hand they may assist in the
development or clarification of rules in the respective fields of the groups, whie on
the other hand they may play a role in the settlement of a particular dispute.

The potential of expert fora may best be ilustrated by an example set in a specifc
industry, for instance bankg. As part of a dispute settlement mechanism along the lines
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described below, a bank offering onlne services, a group of bank, or the industry as a
whole may provide for consultation with specialsts in the field. These specialsts would
vide advice or decisive opinions in

communicate in an expert forum and could pro

particular disputes.

Since the disputants may wish to ensure the confdentialty of their relationship and
since they may need assistance in identifying the issues for discussion in the expert
forum, a neutral person may be caled upon, who might be caled a "Faciltator". When
a dispute arises, either par could address itself to the Faciltator, who would analyse the
nature of the dispute and formulate the issues to be decided. The Faciltator would then
address the issues in an anonymous manner to the forum and would pro

vide the

disputants with the conclusions of the debate. If the conclusions communicated by the
Faciltator did not bring the parties to a settlement, other methods as they are described
below would have to be followed.
The intervention of such expert fora would assist the experts by providing them
with real-life issues for consideration. Thus, the discussion of the experts and their

contribution to rule-making would not depend only on academic speculation, but
could be tested and adjusted by the experience of actual contract practice and disputes.
The disputants, too, would profit from the process, since the expertise of a large group
of specialsts could be brought to bear on the solution of the dispute.
2. Limited Decision-Making by Instances Selected by the Parties

ln contracts which require intensive co-operation between the parties, provisions
are often included in which a person or an instance decides how disputes are to be
resolved. If one of the parties is not in agreement therewith, then performnce of the
contract nevertheless continues according to the decision taken however, the decIsion
can be appealed in a more formal proceedig and can be amended later, at least by
amendig its economic consequences.
The best-known example of su

ch lited decision-makig power is the role of the

engineer or architect in English and American practice of construction contracts, a role

which has found wide international acceptance because of its incorporation in the
FIDIC76 conditions of contract for international civi engineering projects. Decisions

which are simarly lited in scope may be made in urgent matters by the leader in
many consortium agreements.

ch uniateral decision-making has been reduced or
even neutralsed by the introduction of new procedures and institutions. An example is
In recent years, the scope of su

the "Dispute Resolution Board" (ORB), which is comprised ofindependent experts and

remains in place during the course of a project. DRBS have been used in a number of
76 Conditions of Contract for Works of Civil Engineerig Constrction, published by the Fédération

Internationale des ingénieurs conseils (FiDIC), 4th edition, 1987. See in ths regard Michael E. Schneider,
International Constrnion Contracts, Droit et pratique du commerce internationa, pp. 277 et seq., 294 et seq., (1983).
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large international projects in the past few years, for example in the construction of the
Channel TunneL

The advantage of a system oflited decision-making is that a person or an instance

well acquainted with the course and requirements of the project can make quick
decisions as they may be necessary for its further performnce and development, even
if there are differences of opinion. The lack of independence of a decision-maker close
to one of the parties is compensated by the possibilty of later review of the initial
decision by an arbitral tribunal.

With regard to electronic commerce, there are aleady sorne initiatives in this

direction, such as those in respect of commttees or simiar bodies which operate in
closed networks, faciltate the co-operation of the parties to the network, and play a role
in the settlement of disputes. This subject wil be dealt with later on in this article.
3. Complaint and Supervisory Procedures

The potential for disputes can be signcantly reduced if the seller of goods or

services maintains a procedure by which errors can be quickly rectifed. Such
procedures are particularly needed for operators of networks and other types of
infastructure, but also for large companies which partcipate in electronic commerce.
For example, British Telecom has a "Customer Service Guarantee Scheme" which
includes a simplied complaint system known as "Complaint Handlng Procedures". A
simar system exists in Switzerland for telephone customers.
When a customer makes a complaint to a seller of goods or servces in electronic
commerce, the latter has an obvious interest in taking effective measures to solve the
problem, thus avoiding antagonizing the customer. The situation is more difficult if the
complainant is not likely to be a future customer; this is particularly relevant in cases
involving violations of intellectual propert rights or personalty rights, but also with
regard to data protection and competition issues. ln such cases, either the State or trade

associations of the particular branch of industry generaly provide for complaint
procedures and institutions, such as supervisory boards, data protection offcers,
ombudsmen, and the like. Such instances can be of considerable importance for
resolving disputes in electronic commerce.

The intervention of such institutions is made more difficult by the fact that they
can generaly only become active withi national boundaries, while cases to be resolved

in electronic commerce tend to transcend these boundaries. Thus, international
institutions or measures and international co-operation are necessary to deal with the
problem. An exampl~ of such co-operation is the "Cross-Border Complaint System" of
the European Advertsing Standards Alance. Complaints brought before this body are

always dealt with in the country of origin of the advertsing medium by the appropriate
instance there.
Complainants from other countries can tum to the appropriate instance in their
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home countries, which then passes the complaint on and informs the complainant of the

result; this makes it possible to bridge the differences in national rules and to take
account of the expectations of the parties. The procedure is carred out under the
supervision of the general director of the European Advertising Standards Alance.77
4. Involvement of a Neutral T1ird Party

Disputes which canot be resolved by the parties themselves are generaly
submitted by them to a neutral third part, usualy a State court, an arbitrator, or a
mediator. Unlke the supervisory and complaint procedures described above,

proceedings before a neutral third part are usualy rather formal in nature. Conclusion
of agreements covering such procedures is quite common in internationa business
transactions, particularly in the form of choice of forum or arbitration clauses. Mediation
and other form of so-caled "Alternative Dispute Resolution" (ADR), which try to
reach a settlement between the parties, are also being increasingly used, particularly in

the United States.
A particular form of dispute resolution which leads neither to an enforceable

judgment nor is merely a form of mediation is the arbitral expert opinion. An example
ch expert

of this is the planned DOCTEX system of the Icc, which shows how su

opinons could be systematicaly used for dispute resolution; in this case, disputes
regarding the interpretation of the Uniform Customs and Practices for Documentary
Credits (ERA/UCP) can be submitted to a commttee of three experts, who state their

opinion on it.78 This procedure for an expert opinion has some points in common with
the expert fora described above.
5. Multi-tier Dispute Resolution Systems

In complex contracts, parties sometimes provide that they wil fìrst be obligated to
attempt a settlement of the dispute in a relatively simple and inexpensive way, and that
only when su

ch efforts do not succeed can the dispute be brought before an arbitral

tribuna.
Examples have already been cited from construction contracts, such as the
submission of disputes to an engineer or to a dispute review board. The European Space
Agency (ESA) uses such a multi-tier system to decide disputes regarding changes in
development and construction contracts, so far with great suc
cess. Changes are first dealt

with by a "Change Review Board" composed of representatives of the Agency and of
the particular company. If no settlement is reached, then the question is submitted to
a "Change Appeal Board" composed of higher-Ievel representatives of both
77 Informtion on the dispute resolution system of

the European AdvertsIng Stadads Alance is avaiable on

the Internet at htt://ww.asa.org.uk/faq/ europe6.htr.

78 Draft of the Icc Documenta Credit Dispute Expertise Rules, Icc Working Part on a Documenta
Credit Dispute Resolution System, Document No 470-42/INT.25. The authors are indebted to Carlos VelezRodrguez for this informtion.
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organizations. If this procedure is also unsuccessful, the case is then submitted to

arbitration. Thousands of changes have been negotiated throughout the history of the
ESA, but only in a handful of cases did a dispute have to be referred to the Change
Review Board; none of these remained unresolved and in no case did the need arise for
arbitration proceedigs.79
Simar systems have been used in the telecommunications industry. For example,
a standard agreement for interconnection contracts of British Telecom provides for an

initial negotiation phase for disputes arising from rate changes, after which the
regulatory authorities can be turned to. For other disputes, a three-stage negotiation
pro

cess is provided, and other dispute resolution procedures may also be used.

Procedures in networks which pro
examples of su

vide for advisory boards or simar organs are other

ch a multi-tier system.

B. DECISION-MAING INSTANCES

The responsibilty for drafting and implementing dispute resolution procedures can
be assigned to many different tyes of instances, and their jurisdiction may vary
considerably. In particular, regulation of the proceedings can be under the responsibilty
of a third part, or may be left to both the parties or to one of them. A wide variety of
possibilties, many of which could also be used in electronic commerce, is avaiable in
practice.
1. Collectives) User Croups and Expert Fora

Rules for collective proceedings can be developed, or suggestions for such rules
can at least be approved, by the collective itself. For organized groups in closed

networks, the decision-making body in the group is also the regulatory instance.
However, such rules can also contemplate the participation of outside instances,
ch as arbitral institutions or courts, or can grant to the parties wide-ranging rights
su

to structure a particular proceeding, as this can be done in particular in an
arbitration.

With regard to user groups relating to a particular company or product, the
procedure is normaly set by the company concerned. However, the choice of
procedure is lited in that it must be accepted by the users in order to be at al usefu;

the same is true for organied expert fora and other form of communication and
discussion groups.

79 S.G. Khan & M. Duran, The ESA Modiftion Procedure as a Toolfor Management and Engineering Control, ESA

Buletin No. 78, 1994, pp. 20 et seq., 27.
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2. Complaint and Supewisory Instances

In complaint and supervisory proceedings, the institution which sets up the system
also has the reguatory powers. This can be a company which organizes a complaint

proceeding for its customers or suppliers, but can also be a government or government
agency which provides for a data protection officer or simiar instance. Finaly, a trade
group can also provide for an instance to which complaints can be made, in order to
ensure that its members observe certain rues.
3. Neutral Third Parties

In cases where the dispute resolution mechanism is provided by a neutral thid
part (such as an arbitral institution or the like), the reguatory power lies with the thid
par offering such services. A major advantage of an arbitral proceeding or a simar

means of dispute resolution is its flexibilty and the possibilty of adapting it to the needs
of the users. ln practice, the parties and the arbitrators therefore share reguatory powers
with the arbitration institution, except in ad hoc proceedings. Of course, as discussed

above, arbitrations are also subject to State legislation, in particular in respect of the
arbitral agreement, the course of the proceedings and enforcement of the result, even
though govemments nowadays content themselves largely with ensuring that minium
procedural standards are observed.
4. Governments and Governmental Instances

With regard to dispute resolution before national courts, the rules are set by the
nationallegislator, and parties have few opportunities to inuence them. Adaptation to
the requirements of international disputes in electronic commerce can therefore be
achieved only through the cumbersome process of legislative reform. Nevertheless, in
most civil disputes the parties do have an opportnity for infuence through the use of
choice of forum clauses.
The court system fus a major function in dispute resolution since it is available
in al those cases where the parties have not agreed and are not prepared to agree on an

alternative. In order to make effective use of this potential for the setdement of
international disputes, there is a need for a reguatory body which has the power to place
at the disposal of the parties an appropriate system of dispute resolution in those cases
where no agreement has been reached on other forms of dispute resolution or where,
by the nature of the case, such agreements cannot be expected to be made.
Despite the presence of numerous private dispute resolution procedures, there is
certainly a need for an effective governmentaly reguated dispute resolution

mechanism; this requires both co-operation between governmental instances and the
assistance of international bodies. However, when providig such a mechanism, public
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authorities should bear in mid the wide range of existing and potential private
mechanisms and should lit theIr interventions to those which are truly necessary.
VI. A MODEL DISPUTE RESOLUTION SYSTEM FOR ELECTRONIC COMMERCE

Having considered possible solutions for dispute resolution, a more concrete model

which takes into account the specific requirements of electronic commerce wil now be
proposed.
It is to be expected that electronic commerce transactions may give rise to complex
international disputes, and any dispute resolution mechanism must therefore be capable
of dealng with them, in both closed and open networks. At the same time, it would be
a mistake to base the entire system on the requirements of the most difficult case. The
solution to this diemm is a multi-tier, flexible modeL At the first stage, speedy and

informal intervention should be avaiable for the resolution of simple disputes by a
summary procedure before a mediator. If the mediator's decision is not accepted, then

the parties must have the possibilty of a regular procedure for al disputed points for
which, in their opinion, the expense and trouble of such a procedure is justifed. Finaly,
it must be possible, where appropriate, to incorporate the resolution of individual
disputes into the legal rule-makig process.

A. THE SUMMY PROCEDUR
ln thi system, the seller or provider of goods or servces would put at its customers'
diposal a person for resolution of disputes arising from tranactions with it; for lack of a
better term, this person wi be caled the "mediator", although such a person would actualy
be active not only as a mediator, but would have to make a decision about the dispute.
The mediator would have to be acquainted with the goods and services offered by
the seller, and with the customs of the industry. He would also have to enjoy the trust
of the seller, and would be appointed and paid by it (including the costs of the

procedure), but would otherwise be independent. Such independence could be
strengthened by various means, for example by security of tenure through a long-term

contract or by granting to consumer organiations certain rights with respect to his
appointment. Since the system is operated by the seller, it wil probably not be possible
to ensure complete independence, such as is the case with a judge or an arbitrator; but
this defect is offset by the possibilty of reviewing his decisions.
Large companies could appoint theIr own mediators, whie smal ones could appoint
themjointly with other firm. It is also possible that an entire branch of industry would
appoint mediators, such as banks for disputes arising from payment transactions, and
credit card companies, telecommunication companies, airlies, tourism companies, etc.
The model presented here seems applicable not only to consumers, but also to merchants.
The procedure before a mediator would be Inormal. Initialy, the mediator would
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examine the facts as presented by the customer, and could question both the customer
and the company. The procedure would take place onlne, and possibly also with the

help of telephone or video conferences. Whe it can be assumed that English would be
the dominant language, it would be necessary for the mediator and his staff to be able
to engage in inter-cultural communication, owing to the international nature of
electronic commerce.
N ormaly, the mediator should make his decision within a few days. However, the
proceedings could be concluded in a different manner, for instance if the company
satisfies the complaint on its own initiative or the customer withdraws it. The mediator
should have the possibilty of recommending or ordering other proceedings, such as
clarication by a specialst or an expert opinion. He may also bring the relevant issues
before an expert forum; if such a forum is avaiable, he might also take the role which
above has been described regardig the Faciltator.
Either party would be able to appeal the decision of the mediator, which would
have to be done within a certain time period, otherwise the mediator's decision would

become binding. However, in most cIrcumstances, such decision would not be formaly
enforceable as an arbitral "award", since neither national laws nor the applicable

international conventions provide for such decisions. If no international solutions could
be found, th

en a simplied arbitral proceeding might be added, in which a sole arbitrator

rules on the binding nature of the mediator's decision, and thereby creates an
enforceable award.80

B. THE APPELLATE PROCEDUR
Both for reasons of procedural faiess and in order to ensure the functionalty and

independence of the mediator, the agreement should give the customer the opportunity
to appeal the mediator's decision to a court oflaw, for example at the seat of

the company.

Alternatively, an "ordinary" arbitration proceedig (meanig a proceedig with the
expenditure of time and money which is customar nowadays) could be agreed upon.
Since in most cases a fu-blown proceedig is not in the customer's interest either in
term of time or money, a simplied arbitration proceedig is suggested here as an option.
Upon choosing a simplied arbitration, the customer would waive al other legal

ch a proceeding in terms
of time and money. The advantage for the company would lie both in simplication of
the proceedings and in the assurance that no further proceedings would be instituted

remedies, and thereby se

cure for hielf the advantages of su

other than the arbitration.

Simplication could be accomplished in the formtion of the arbitral tribuna. ln
most cases a sole arbitrator would seem to be preferable. A list of arbitrators from which

an arbitrator could be chosen would be drawn up by the company or industry in co80 It should be remembered, however, that ths rnght present legal problern with regard to consumer
protection legislation.
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operation with consumer organizations, arbitral institutions, other neutral instances, and
possibly also with national govemments. The persons chosen as arbitrators would have
to be qualed, both with regard to the subject matter of the dispute and in international
arbitration, and would have to be independent. The arbitrator would be chosen by the
customer. Thus, an arbitrator acceptable to both parties could be chosen in a relatively

short period of time, and the arbitration could begin. If the customer was not satisfied

with any of the possible arbitrators on the list, then he could demand additional
candidates, for instance in co-operation with arbitral institutions in his home country,
which would again have to reach agreement with the arbitral institution named by the
company. An association of national or international arbitration institutions might also
be included in the process.
The proceedings could take place onlne. The electronic exchange of text, setting
out the facts and argument together with relevant documents, as well as consultations
by telephone or video conferences with the arbitrator, should normaly be sufficient.

However, the possibilty of oral hearings or the examnation of witnesses should not be
wholly excluded. There may also be cases where technical or legal expert opinions are
needed, which could be submitted by e-mai. The determInation of the language to be

used should be based on the onlne communication between the customer and the
company. There may be cases, however, when a part should have the option of makig
arguments in English or his own working language.
The costs of operating the dispute resolution system, i.e. ai costs other than those
for the arbitration proceeding itself, would be borne by the companies or the group of

companies that offer it. The customer should be required to bear a proporton of the
costs for the procedure. With regard to procedural costs, the result of the summary

proceedings would be taken into account. Thus, if the summry decision was rendered
in favour of the customer, then he would not have to make an advance payment in the
following arbitration proceedings. One might also grant hi security for his claim
during the proceedigs. However, if the customer chalenged the mediator's decision,
then the arbitrator should be able to decide that the customer pay an advance to the

procedural costs. ln the same way, the customer would have to pay part of the
procedural costs for the arbitration if the arbitrator's decision went against hi.
At each stage of the proceedings, the arbitrator should be alowed to make attempts
at reconcilg the parties or to suggest an appropriate settlement to them. The arbitrator

should not necessariy be bound by a strict set of arbitration rules, but should be able
also to make use of other possible solutions, whie at the same time observing the basic
principles of due process.
C. CREATION AN APPLICATION OF GENERA LEGAL RULES

Uncertnty concernng the applicable rues has been, and wi continue to be, one
of the reasons for disputes on the Information Highway. Thus, an arbitrator deciding
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cases in this area does not only have to apply the law, but also helps create it. In new
ch problems are of particular importance. Thus,
problems may arise with respect to govemmental rule-making powers and prerogatives.
In sorne areas, govemments or international authorities may not be prepared to alow
private arbitrators to create legal rues, but wil insist on doing so themselves.
As indicated above, the wholesale transfer of dispute resolution to private
areas such as electronic commerce su

arbitration tribunals might hinder development of the law in a particular area. Whe an
increasing number of arbitral awards is being published, normay after being redacted

for anonymity, it is generaly stil true that arbitral proceedings and their decisions are
kept confdential. Also, a simplied arbitration system as described here would hardly

give the arbitrator the opportunity to consider appropriately the ramications of the
dispute beyond the particular case.

For these reasons, it seems advisable to incorporate the above mechansm into a
general system of rule making. Examples could be procedures used by court in the
Member States of the European Union, which must refer certain questions for decision
Justice or the reference to the Federal Constitutional Court
which German courts must make when certain issues arise. At present, such a reference
is not avaIlable in arbitration and in many cases it may not be a suitable solution.
to the European Court of

Nevertheless, thought should be given to ways in which the arbitrator's decIsion

could be placed in a broader context. For example, the arbitrator could make use of the
Englsh "Special Case Procedure" described above, in order to present new questions

of law to national or interntional bodies. He might also cal on an expert forum, if
avaiable, or organize a discussion forum in appropriate circles.
D. IMPLEMENTATION OF THE MODEL

The practical implementation of this model must take account of the legal
problems discussed above. The diferences in legal systems and the prevaig

uncertainties in many of them with regard to questions arising in onlne dispute
settlement create formdable obstacles to su

ch an implementation.

A particularly difficult aspect concerns the form and conditions under which the
participants, and in particular the customers of a company using the above system, agree
to submit their disputes to it. One may attempt to settle the matter at the time when the

customer concludes a contract or leave it until the time when a dispute arises.
The first approach, i.e. agreement on the application of the system by a clause in
the contract for the sale of goods and services would have the advantage of settlig, once
and for al, the method of dispute settlement under the contract. However, su

ch a

general clause, applicable in al contracts of the company, would have to take account
of al or most of the jurisdictions in which its customers are likely to be resident and thus
would have to meet a variety of requirements of form. It would not be sufficient, as is
now often the case, for companies sellg goods and services over the Internet simply to
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include in the contracts with customers a dispute resolution clause taiored to the needs
of the jurisdiction in which the

y are used to operate and expect that it would be

enforceable anywhere else. Separate agreements on dispute settlement might have to be

made by hard copy and in compliance with the law at the place of the customer's
residence, or a paper copy of the agreement might have to be sent for signature
following electronic conclusion of the transaction.
If the contract and the dispute settlement provisions are agreed by electronic means
alone, thought should be given to the means by which the dispute resolution clause is
presented to the other part. The use of digital signatures would help to maxe the
evidentiary value of the clause. The clause and the entire contract should also be kept
short and comprehensible in order to satisfy at least some of the objectives of consumer
legislation.
The second approach leaves the form agreement on a bindig dispute setclement

mechanism until a dipute with a particulr customer has arisen and the specifc
requirements for the valdity of an agreement to this effect can be seen. In this approach
the company would offer the fìrst stage of the system without preoccupying itself with
the question of whether the agreement or its application would be binding under the

various laws that might be applicable to it. The system would be at the option of the
customer who could avai hielf of it, if he thought this was advantageous. In view of
the simplicity of the first stage, it can be expected that, for this first stage, the customer
would normy resort to it, irespective of the bindig nature of the clause in which it
had been agreed. It would then only be in cases where the customer wished to resort to
the appellate procedure that the requirements of form would be given more carefu
consideration so as to ensure valdity of the chosen option and the fìnalty of its outcome.

Questions of enforcement of the summary decision have been considered aleady.
Since the appellate decision would take the form of an arbitral award, its enforcement
could rely on the New York Convention, subject to the reservations discussed.
VI1. CONCLUSION

The rapid development of electronic commerce must be expected to give rise to
many disputes of various kinds. The question ofhow these disputes can best be resolved
has received little attention and there are few, if any, mechanisms avaiable at present
which are adequate for the medium. It can be expected that the lack of suitable dispute
resolution mechanisms wil constitute a serious obstacle to the further development of
international electronic commerce.
Both the business and the legal communities need to rethink fundamentaly the
approach to dispute resolution as it is now practised in court and arbitration
proceedings. Not only do existing laws and legal instrments need to be re-evaluated,
but dispute resolution mechanisms need to be reviewed to determne how they can be
adapted to meet the needs of electronic commerce.
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Dispute resolution mechanisms which are consistent with the electronic medium
and make use of its potential pose sorne new legal questions; some of them require
tic and international legislative action, others can be resolved through private
action by those directly involved in commercial transactions or professional bodies.
The electronic medium, and in particular the facilty of rapid communication with
al parts of the world, offers new possibilties to accelerate the proceedings for dispute
dom

es

settlement. It also offers new diensions for dispute avoidance and resolution, in
particular through the possibilties of consulting interested and concerned circles, for
instance through collective procedures as they may be developed in user groups or
expert fora.

There is a wide spectrum of dispute resolution methods and mechanisms which
may be adapted for use in electronic commerce. In view of the variety and complexity
of the situations which may anse, it is suggested that a flexible two-tier system of
summary proceedings with a possible appeal in arbitration is a suitable solution which
combines speed of communication and efficiency with procedural fairness.

Published by Kluwer Law International Ltd
Sterling House
66 Wilton Road
London SW1V 1DE
United Kingdom

Kluwer Law International Ltd, incorporates
the publishing programmes of
Graham & Trotman Ltd,
Kluwer Law & Taxation Publishers
and Martinus Nijhoff Publishers

Sold and distributed in the U.S.A. and Canada
by Kluwer Law International
675 Massachusetts Avenue
Cambridge MA 02139
U.S.A.

ln aU other countries, sold and distributed

by Kluwer Law International
P.O. Box 322
3300 AH Dordrecht
The Netherlands

ISSN 0255-8106
(Ç Kluwer Law International 1997

Frequency of publication: Quarterly
Subscription queries and requests for sample copies should be directed to:
Kluwer Academic Publishers Group
Distribution Center
MaxweUstraat 4-12

3316 GP Dordrecht
The N etherlands
Tel +31-(0)78-6546-427
Fax +31-(0) 78-6546-474

Subscription prices (including postage) 1997:

£240.00/US$340.00/NLG 545.00

AlI rights reserved. No part of this journal may be reproduced, stored in a retrieval system or
transmitted in any form or by any means, electronic, mechanical, photocopying, recording or
otherwise, without the written permission of the publisher.

Typeset in Bembo by Headley Brothers Ltd.

Printed and bound in Great Britain by Headley Brothers Ltd. The Invicta Press Ashford Kent and London

~.

KLUWER LAW

"1 NTERNATIONAl

Editor
JACQUES WERNER
Editorial Assistant

BRALEY REYNOLDS

NOTE TO AUTHORS
The Editor will be pleased to consider contributions provided they are not submitted
for publication elsewhere. Articles must be presented in their final jorm, doublespaced, in English. Special attention should be given to quotations, footnotes and

references, which should be accurate and complete. Due to strict production

schedules, It is not possible to amend texts after acceptance or send proofs to authors
for correction. The submission of a text indicates that authors consent, in the event of
its publication, to the automatic transfer of ail copyrights therefor to the publisher
of the Journal of International Arbitration.

Al correspondence should be addressed to:
Journal of International Arbitration

P.O. Box 5134, 1211 Geneva 11, SwItzerland.
TeL. +41-(0)22-3103422

Fax +41-(0)22-311 4592

Photocopying. ln the USA: This journal is registered at the Copyright Clearance
Center, Inc., 222 Rosewood Drive, Danvers, MA 09123, U.S.A.

Authorization to photocopy Items for internaI or personal use, or the internal or
personal use of specifie clients, is granted by Kluwer Law International for users
registered with the Copyright Clearance Center (CCC) Transactional Reporting

Service, provided that the fee of USD 9.50 per copy is paid directly to CCC. For
those organizations that have been granted a photocopy licence by CCC, a separate
system of payment has been arranged. The fee code for users of the Transactional

Reporting Service is 0255-8106/97/USD 9.50.
Authorization does not extend to other kinds of copying, such as that for general
distribution, for advertising or promotional purposes, for creating new collective
works, or for resale.
ln the rest of the world: Permission to photocopy must be obtained from the copyright

owner. Please apply to Kluwer Law International, P.O. Box 85889, 2508 CN The
Hague, The Netherlands.

(Q Kluwer Law International
Al Rights reserved.
ISSN 0255-8106

Mode of citation: 14 j.Int.Arb. 3

