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Corporate compliance – Do DOJ 
and ISO overlap?
Daniel Lucien Bühr
LALIVE

Executive overview
In June 2020, the Fraud Section of the Department of Justice (DOJ) 
published an update to its ‘Evaluation of Corporate Compliance 
Programs’,1 originally published in February 2017 and updated in April 
2019. The DOJ recognises that each company’s risk profile and the solu-
tions it has adopted to reduce its risks should be evaluated on their own 
merits. The DOJ therefore tailors its determination to each individual 
case. However, even these tailored determinations contain many of the 
same questions. The Evaluation explains the questions the DOJ may ask 
about a corporate compliance programme; however, it does not give 
specific guidance on how companies can provide the right answers. 
Compared with the original version, the updated assessment criteria for 
effective corporate compliance programmes do not provide significant 
material changes; however, the updated evaluation criteria are based 
on a new structure and pose three fundamental questions that are to be 
answered to evaluate a company’s compliance programme. 

In December 2014, the International Organization for Standardization 
(ISO) published ISO International Standard 19600 – Compliance 
management systems – Guidelines (the Standard),2 which helps organi-
sations establish, develop, implement, evaluate, maintain and improve 
an effective and responsive compliance management system. It is the 
first international standard on state-of-the-art compliance manage-
ment and provides the basis for other international standards, such 
as ISO 37001 – Anti-bribery management systems (ISO 37001) and ISO 
37002 – Whistleblowing management systems. ISO 19600 is a guideline 
standard and will be replaced in 2021 by requirements standard ISO 
37301 – Compliance management systems.3 This standard will also be 
the basis for future compliance management system ISO certifications. 
This article is based on the final draft of ISO 37301. The updated version 
uses a slightly broader language than the preceding version in order 
to distinguish between requirements (‘shall’) and the (earlier) recom-
mendations (‘should’).

The DOJ Evaluation looks at corporate compliance from a reactive 
and preventive perspective, whereas the Standard looks at corporate 
compliance from a best international practice preventive perspective. 
The frameworks are different, yet they have a shared preventive goal. 
The following table shows that the DOJ Evaluation and the ISO Standard 
are complemental, and that the Standard is an appropriate way to bring 
companies to a management level that allows them to provide the right 
answers to the DOJ’s questions, should that ever be necessary.

Q Evaluation topic ISO 37301, sections

ISO 37301 
/ DOJ 
Evaluation 
Criteria 
overlap?

I
Is the corporation’s compliance 
programme well designed?

A Risk assessment 4.6 Yes

B Policies and procedures
5.1; 5.2; 5.3.2; 
9; 9.1; 9.1.3

Yes

C Training and communication
5; 5.1.2; 5.3.2; 
5.3.6; 7.2.3; 9.1.3

Yes

D
Confidential reporting structure 
and investigation process

5.2; 5.3; 9.1.4; 9.2; 10.2 Yes

E Third-party management 8.1
Yes 
(principles)4 

F Mergers and acquisitions (M&A) n/a

Principle 
stated, but no 
specific M&A 
requirements 
in ISO 37301

II

Is the corporation’s compliance 
programme adequately 
resourced and empowered 
to function effectively?

A
Commitment by senior and 
middle management

Introduction; 
4.4; 5.1; 5.1.2

Yes

B Autonomy and resources 4.4; 5.3; 5.3.2; 8.1 Yes

C
Incentives and 
disciplinary measures

5.1.1; 5.1.2; 5.3.2; 10 Yes

III
Does the corporation’s 
compliance programme 
work in practice?

A
Continuous improvement, 
periodic testing and review

9.2; 9.3 and 10.1 Yes

B Investigation of misconduct
5.3; 5.3.3; 9.1.4; 9.1.5; 
9.1.7; 9.2; 10.2

Yes

C
Analysis and remediation of 
any underlying misconduct

Introduction; 10.2 Yes5 
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Flowchart of an ISO 19600/37301 compliance management system:6 
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The Standard introduces a transparent management system that is 
subject to independent third-party audit and certification. It represents 
the international state-of-the-art of effective compliance manage-
ment and provides the basis for the application by judges of the legal 
presumption of diligent management in the case of a (liability) dispute.

The DOJ Evaluation questions
The following sections mirror the structure of the DOJ Evaluation and 
specify the overlap between the DOJ and the ISO:

I. Is the corporation’s compliance programme well designed?

A. Risk assessment

Risk Management Process – What methodology has the company 
used to identify, analyze, and address the particular risks it 
faces? What information or metrics has the company collected 
and used to help detect the type of misconduct in question? How 
have the information or metrics informed the company’s compli-
ance program?

Risk-Tailored Resource Allocation – Does the company devote 
a disproportionate amount of time to policing low-risk areas 
instead of high-risk areas, such as questionable payments to 
third-party consultants, suspicious trading activity, or excessive 

discounts to resellers and distributors? Does the company give 
greater scrutiny, as warranted, to high-risk transactions (for 
instance, a large-dollar contract with government agency in a 
high-risk country) than more modest and routine hospitality and 
entertainment?

Updates and Revisions – Is the risk assessment current and 
subject to periodic review? Is the periodic review limited to a 
“snapshot” in time or based upon continuous access to opera-
tional data and information functions? Has the periodic review led 
to updates in policies, procedures, and controls? Do these updates 
account for risks discovered through misconduct or other prob-
lems with the compliance program?

Lessons Learned – Does the company have a process for tracking 
and incorporating into its periodic risk assessment lessons 
learned either from the company’s own prior issues or from 
those of other companies operating in the same industry and/or 
geographical region?

The Standard’s approach to risk management (see section 
4.6) is based on the methodology of ISO Standard 31000 
– Risk management. However, it also leaves room for alter-
native approaches and methods to identify, analyse, evaluate 
and treat compliance risks, for instance, the Committee of 
Sponsoring Organizations of the Treadway Commission’s 
(COSO) enterprise risk management framework.

The Standard states that a compliance risk assessment is a 
key element for the design, implementation and maintenance 
of any compliance management system and that organisations 
shall identify compliance risks by relating their compliance 
obligations (as defined in section 3.25) to their activities, prod-
ucts, services and relevant aspects of their operations.

B. Policies and procedures

Designing – What is the company’s process for designing and 
implementing new policies and procedures and updating existing 
policies and procedures, and has that process changed over time? 
Who has been involved in the design of policies and procedures? 
Have business units been consulted prior to rolling them out? 

Comprehensiveness – What efforts has the company made to 
monitor and implement policies and procedures that reflect and 
deal with the spectrum of risks it faces, including changes to the 
legal and regulatory landscape?

Section 5.2 – Compliance policy of the Standard holds that the 
organisation’s compliance policy shall (among other aspects) 
require compliance with the organisation’s compliance obliga-
tions, make reference to and describe the compliance function, 
encourage the raising of concerns and prohibit any form of 
retaliation, and outline the consequences of not complying with 
the organisation’s compliance obligations, policies, processes 
and procedures. It shall be available as documented informa-
tion and be written in plain language so that all personnel can 
easily understand the principles and intent.

© Law Business Research 2021
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Accessibility – How has the company communicated its policies 
and procedures to all employees and relevant third parties? If 
the company has foreign subsidiaries, are there linguistic or 
other barriers to foreign employees’ access? Have the policies 
and procedures been published in a searchable format for easy 
reference? Does the company track access to various policies and 
procedures to understand what policies are attracting more atten-
tion from relevant employees?

Section 7.5.3 – Control of documented information holds that 
‘documented information required by the compliance manage-
ment system and by this document shall be controlled to 
ensure it is available and suitable for use, where and when 
it is needed. For the control of documented information, the 
organisation shall address the distribution, access, retrieval 
and use; the storage and preservation; the control of changes 
(eg, version control) and the retention and disposition.

Responsibility for Operational Integration – Who has been respon-
sible for integrating policies and procedures? Have they been 
rolled out in a way that ensures employees’ understanding of the 
policies? In what specific ways are compliance policies and proce-
dures reinforced through the company’s internal control systems?

According to section 5.3.2 – Compliance function, the compli-
ance function shall exercise oversight that the compliance 
obligations are integrated into policies, procedures and 
processes.

Gatekeepers – What, if any, guidance and training has been 
provided to key gatekeepers in the control processes (e.g., those 
with approval authority or certification responsibilities)? Do they 
know what misconduct to look for? Do they know when and how 
to escalate concerns?

Key gatekeepers are not specifically addressed in the Standard. 
However, under section 5.3 – Organisational roles, responsi-
bilities and authorities, the responsibilities and authorities for 
all relevant roles (ie, the governing body, top management, 
compliance function, management and employees) shall be 
assigned and communicated within the organisation.

According to section 8.1 – Operational planning and control, 
the organisation shall plan, implement and control the 
processes needed to meet the requirements. 

According to section 5.3.3 – Management, management shall 
encourage their personnel to raise compliance concerns and 
support them and precluding any form of retaliation.

C. Training and communication

Risk-Based Training – What training have employees in relevant 
control functions received? Has the company provided tailored 
training for high-risk and control employees, including training 

that addresses risks in the area where the misconduct occurred? 
Have supervisory employees received different or supplementary 
training? What analysis has the company undertaken to deter-
mine who should be trained and on what subjects? 

Form/Content/Effectiveness of Training – Has the training been 
offered in the form and language appropriate for the intended 
audience? Is the training provided online or in-person (or both), 
and what is the company’s rationale for its choice? Has the 
training addressed lessons learned from prior compliance inci-
dents? Whether online or in person, is there a process by which 
employees can ask questions arising out of the trainings? How 
has the company measured the effectiveness of the training? 
Have employees been tested on what they have learned? How 
has the company addressed employees who fail all or a portion 
of the testing? Has the company evaluated the extent to which 
the training has an impact on employee behavior or operations?

Communications about Misconduct – What has senior manage-
ment done to let employees know the company’s position 
concerning misconduct? What communications have there been 
generally when an employee is terminated or otherwise disciplined 
for failure to comply with the company’s policies, procedures, and 
controls (e.g., anonymized descriptions of the type of misconduct 
that leads to discipline)?

Availability of Guidance – What resources have been available to 
employees to provide guidance relating to compliance policies? 
How has the company assessed whether its employees know 
when to seek advice and whether they would be willing to do so?

Section 7.2.3 – Training, outlines the training principles. The 
organisation shall provide relevant personnel with training 
on a regular basis, from time of commencement of employ-
ment and at planned intervals determined organisation. 
Training shall be (a) appropriate to the roles of personnel 
and the compliance risks to which personnel are exposed; (b) 
assessed for effectiveness; (c) reviewed regularly. Also, the 
organisation shall ensure procedures are implemented to 
address compliance awareness and training for third parties 
acting on its behalf and that can pose a compliance risk to 
the organisation. Training records shall be retained as docu-
mented information.

Section 5.1.2 – Compliance culture mentions that top manage-
ment shall encourage behaviour that creates and supports 
compliance. It shall prevent and not tolerate behaviour that 
compromises compliance.

According to section 5.3.2, the compliance function shall 
provide personnel with access to resources on compliance 
policies, processes and procedures and provide advice to the 
organisation on compliance-related matters. Personnel shall 
use available compliance resources and participate in training 
(section 5.3.6 – Personnel responsibility).

D. Confidential reporting structure and investigation process

Effectiveness of the Reporting Mechanism – Does the company 
have an anonymous reporting mechanism, and, if not, why not? 
How is the reporting mechanism publicized to the company’s 
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employees and other third parties? Has it been used? Does the 
company take measures to test whether employees are aware of 
the hotline and feel comfortable using it? How has the company 
assessed the seriousness of the allegations it received? Has the 
compliance function had full access to reporting and investigative 
information? 

Properly Scoped Investigation by Qualified Personnel – How 
does the company determine which complaints or red flags merit 
further investigation? How does the company ensure that investi-
gations are properly scoped? What steps does the company take 
to ensure investigations are independent, objective, appropriately 
conducted, and properly documented? How does the company 
determine who should conduct an investigation, and who makes 
that determination?

Investigation Response – Does the company apply timing metrics 
to ensure responsiveness? Does the company have a process for 
monitoring the outcome of investigations and ensuring account-
ability for the response to any findings or recommendations?

Response and Tracking of Results – Are the reporting and inves-
tigating mechanisms sufficiently funded? How has the company 
collected, tracked, analysed, and used information from its 
reporting mechanisms? Does the company periodically analyse 
the reports or investigation findings for patterns of misconduct 
or other red flags for compliance weaknesses? Does the company 
periodically test the effectiveness of the hotline, for example by 
tracking a report from start to finish?

Section 8.3 – Raising concerns, outlines the reporting process: 
the organisation shall implement a process to encourage and 
enable the reporting of attempted, suspected or actual viola-
tions of the compliance policy or compliance obligations (see 
also Annex A.8.3).

Section 9.1.2 – Sources of feedback on compliance perfor-
mance, requires that the organisation establishes processes 
for seeking and receiving feedback on its compliance perfor-
mance from a range of sources. The information shall be 
analysed and critically assessed to identify root causes for non-
compliance, ensure appropriate actions are taken, and reflect 
this information in the periodic risk assessment required.

According to section 5.1.1 – Roles, responsibilities and author-
ities of governing body and top management, the governing 
body and top management shall assign the responsibility and 
authority for, ia, reporting on the performance of the compli-
ance management system to the governing body and the 
management.

Top management shall ensure that effective and timely 
systems of reporting are in place (section 5.3.3). All non-
compliance needs to be appropriately reported (section 9.1.4 
– Compliance reporting).

E. Third-party management

Risk-Based and Integrated Processes – How has the company’s 
third-party management process corresponded to the nature and 
level of the enterprise risk identified by the company? How has 

this process been integrated into the relevant procurement and 
vendor management processes? 

Appropriate Controls – How does the company ensure there is 
an appropriate business rationale for the use of third parties? If 
third parties were involved in the underlying misconduct, what 
was the business rationale for using those third parties? What 
mechanisms exist to ensure that the contract terms specifi-
cally describe the services to be performed, that the payment 
terms are appropriate, that the described contractual work is 
performed, and that compensation is commensurate with the 
services rendered?

Management of Relationships – How has the company consid-
ered and analyzed the compensation and incentive structures 
for third parties against compliance risks? How does the 
company monitor its third parties? Does the company have 
audit rights to analyse the books and accounts of third parties, 
and has the company exercised those rights in the past? How 
does the company train its third party relationship managers 
about compliance risk and how to manage them? How does the 
company incentivize compliance and ethical behavior by third 
parties? Does the company engage in risk management of third 
parties throughout the lifespan of the relationship, or primarily 
during the onboarding process?
 
Real Actions and Consequences – Does the company track red 
flags that are identified from due diligence of third parties and 
how those red flags are addressed? Does the company keep 
track of third parties and how those red flags are addressed? 
Does the company keep track of third parties that do not pass 
the company’s due diligence or that are terminated, and does the 
company take steps to ensure that those third parties are not 
hired or re-hired at a later date? If third parties were involved in 
the misconduct at issue in the investigation, were red flags identi-
fied from the due diligence or after hiring the third party, and how 
were they resolved? Has a similar third party been suspended, 
terminated, or audited as a result of compliance issues?

Section 8.1 – Operational planning and control holds that the 
organisation shall ensure that externally provided processes, 
products or services, that are relevant to the compliance 
management system, are controlled. The standard empha-
sises that outsourcing of an organisation’s operations does 
not relieve the organisation of its legal responsibilities or 
compliance obligations. The organisation shall further ensure 
that third-party processes are controlled and monitored.

ISO 37001 – Anti-bribery management systems, specifies in 
detail the requirements of best practice third-party due dili-
gence, monitoring, auditing and the corrective actions that 
must be taken in the case of (anti-bribery) non-compliance.

F. Mergers and acquisitions

Due Diligence Process – Was the company able to complete pre-
acquisition due diligence and, if not, why not? Was the misconduct 
or the risk of misconduct identified during due diligence? Who 
conducted the risk review for the acquired/merged entities and 
how was it done? What has been the M&A due diligence process 
generally?
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Integration in the M&A Process – How has the compliance 
function been integrated into the merger, acquisition, and integra-
tion process? 

Process Connecting Due Diligence to Implementation – What has 
been the company’s process for tracking and remediating miscon-
duct or misconduct risks identified during the due diligence 
process? What has been the company’s process for implementing 
compliance policies and procedures, and conducting post-acquisi-
tion audits, at newly acquired entities?

4.6 – Compliance risk assessment stipulates that compliance 
risks should be reassessed periodically, including when there 
are mergers and acquisitions. Apart from that statement, the 
Standard does not specifically address M&A-related due dili-
gence and compliance risk management. But any acquisition 
is part of a company’s business activities and therefore subject 
to proper due diligence, particularly also post-acquisition 
(when there is full access to all information and personnel).

II. Is the corporation’s compliance programme adequately 
resourced and empowered to function effectively?

A. Commitment by senior and middle management

Conduct at the Top – How have senior leaders, through their 
words and actions, encouraged or discouraged compliance, 
including the type of misconduct involved in the investigation? 
What concrete actions have they taken to demonstrate leadership 
in the company’s compliance and remediation efforts? How have 
they modelled proper behavior to subordinates? Have managers 
tolerated greater compliance risks in pursuit of new business or 
greater revenues? Have managers encouraged employees to act 
unethically to achieve a business objective, or impeded compli-
ance personnel from effectively implementing their duties?

Shared Commitment – What actions have senior leaders and 
middle-management stakeholders (e.g., business and opera-
tional managers, finance, procurement, legal, human resources) 
taken to demonstrate their commitment to compliance or compli-
ance personnel, including their remediation efforts? Have they 
persisted in that commitment in the face of competing interests 
or business objectives?

Oversight – What compliance expertise has been available on the 
board of directors? Have the board of directors and/or external 
auditors held executive or private sessions with the compliance 
and control functions? What types of information have the board 
of directors and senior management examined in their exercise of 
oversight in the area in which the misconduct occurred?

The ISO Standard, in its introduction and in section 5.1 
requires that the governing body (in companies, the board 
of directors) and top management (in companies, executive 
management) demonstrate leadership and commitment with 
respect to the compliance management system by ensuring, 
ia, that the compliance policy and compliance objectives are 
established and that the resources needed for the compliance 
management system are available. They shall establish and 

uphold the values of the organisation; ensure that policies, 
processes and procedures are developed and implemented to 
achieve compliance objectives (Introduction; section 5.1). They 
shall also ensure that effective systems of timely reporting 
on compliance performance are in place; ensure alignment 
between strategic and operational targets and compliance 
obligations and establish and maintain accountability mech-
anisms, including disciplinary actions and consequences 
(section 5.3.1).

Section 5.1.2 – Compliance culture, states that the governing 
body, top management and management shall demonstrate 
an active, visible, consistent and sustained commitment 
towards a common standard of behaviour and conduct that is 
required throughout the organisation.

B. Autonomy and resources

Structure – Where within the company is the compliance func-
tion housed (e.g., within the legal department, under a business 
function, or as an independent function reporting to the CEO and/
or board)? To whom does the compliance function report? Is the 
compliance function run by a designated chief compliance officer, 
or another executive within the company, and does that person 
have other roles within the company? Are compliance personnel 
dedicated to compliance responsibilities, or do they have other, 
non-compliance responsibilities within the company? Why has the 
company chosen the compliance structure it has in place? What 
are the reasons for the structural choices the company has made?

Seniority and Stature – How does the compliance function 
compare with other strategic functions in the company in terms of 
stature, compensation levels, rank/title, reporting line, resources, 
and access to key decision-makers? What has been the turnover 
rate for compliance and relevant control function personnel? 
What role has compliance played in the company’s strategic 
and operational decisions? How has the company responded to 
specific instances where compliance raised concerns? Have there 
been transactions or deals that were stopped, modified, or further 
scrutinized as a result of compliance concerns?

Experience and Qualification – Do compliance and control 
personnel have the appropriate experience and qualifications for 
their roles and responsibilities? Has the level of experience and 
qualifications in these roles changed over time? How does the 
company invest in further training and development of the compli-
ance and other control personnel? Who reviews the performance 
of the compliance function and what is the review process?

Funding and Resources – Has there been sufficient staffing for 
compliance personnel to effectively audit, document, analyze, and 
act on the results of the compliance efforts? Has the company 
allocated sufficient funds for the same? Have there been times 
when requests for resources by compliance and control functions 
have been denied, and if so, on what grounds?

Data Resources and Access – Do compliance and control personnel 
have sufficient direct or indirect access to relevant sources of data 
to allow for timely and effective monitoring and / or testing of 
policies, controls, and transactions? Do any impediments exist 
that limit access to relevant sources of data and, if so, what Is the 
company doing to address the impediments?
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Autonomy – Do the compliance and relevant control functions 
have direct reporting lines to anyone on the board of directors 
and/or audit committee? How often do they meet with directors? 
Are members of the senior management present for these meet-
ings? How does the company ensure the independence of the 
compliance and control personnel?

Section 5.1.3 – Compliance governance mentions three prin-
ciples of compliance governance: The compliance function 
has (1) direct access to the board, (2) is independent (from 
line management) and (3) has appropriate authority and 
competence.

The compliance function and its tasks are defined in section 
5.3.2 – Compliance function. The Standard provides a ‘check-
list’ of the tasks of the compliance function.

The compliance function should, ia, demonstrate integrity 
and commitment to compliance, effective communication and 
influencing skills, ability and standing to command accept-
ance of relevant competence in designing, implementing and 
maintaining compliance management systems, a strategic, 
proactive approach to compliance and enough time available 
to fulfil the needs of the role (section 5.3.2).

Outsourced Compliance Functions – Has the company outsourced 
all or parts of its compliance functions to an external firm or 
consultant? If so, why, and who is responsible for overseeing or 
liaising with the external firm or consultant? What level of access 
does the external firm or consultant have to company informa-
tion? How has the effectiveness of the outsourced process 
been assessed?

Outsourced processes are briefly addressed in sections 4.6 
– Compliance risk assessment, and section 8.1 – Operational 
planning and control. The organisation shall assess compli-
ance risks related to outsourced and third-party processes 
(section 4.6). The organisation shall ensure that externally 
provided processes, products or services, that are relevant to 
the compliance management system, are controlled.

C. Incentives and disciplinary measures

Human Resources Process – Who participates in making disci-
plinary decisions, including for the type of misconduct at issue? 
Is the same process followed for each instance of miscon-
duct, and if not, why not? Are the actual reasons for discipline 
communicated to employees? If not, why not? Are there legal or 
investigation-related reasons for restricting information, or have 
pre-textual reasons been provided to protect the company from 
whistleblowing or outside scrutiny?

Consistent Application – Have disciplinary actions and incentives 
been fairly and consistently applied across the organization? 
Does the compliance function monitor its investigations and 
resulting discipline to ensure consistency? Are there similar 
instances of misconduct that were treated disparately, and 
if so, why?

Incentive System – Has the company considered the implica-
tions of its incentives and rewards on compliance? How does 
the company incentivize compliance and ethical behavior? Have 
there been specific examples of actions taken (e.g., promotions or 
awards denied) as a result of compliance and ethics considera-
tions? Who determines the compensation, including bonuses, as 
well as discipline and promotion of compliance personnel?

Section 10 – Improvement, holds that when non-compliance 
occurs, the organisation shall react to the non-conformity or 
non-compliance and take action to control and correct it, and 
evaluate the need for action to eliminate the cause(s) of the 
non-conformity or non-compliance.

Section 5.1.1 – Governing body and top management states 
that top management has a key responsibility for ensuring 
that operational objectives and targets do not compromise 
compliant behaviour. The governing body and top manage-
ment shall also ensure that compliance responsibilities are 
included in job descriptions as appropriate (section 5.1.1 – 
Governing body and top management).

III. Does the corporation’s compliance programme work in 
practice?

A. Continuous improvement, periodic testing and review

Internal Audit – What is the process for determining where and 
how frequently internal audit will undertake an audit, and what 
is the rationale behind that process? How are audits carried out? 
What types of audits would have identified issues relevant to the 
misconduct? Did those audits occur and what were the findings? 
What types of relevant audit findings and remediation progress 
have been reported to management and the board on a regular 
basis? How have management and the board followed up? How 
often does internal audit conduct assessments in high-risk areas?

Control Testing – Has the company reviewed and audited its 
compliance program in the area relating to the misconduct? More 
generally, what testing of controls, collections and analysis of 
compliance data, and interview of employees and third parties 
does the company undertake? How are the results reported and 
action items tracked?

Evolving Updates – How often has the company updated its risk 
assessments and reviewed its compliance policies, procedures, 
and practices? Has the company undertaken a gap analysis to 
determine if particular areas of risk are not sufficiently addressed 
in its policies, controls, or training? What steps has the company 
taken to determine whether policies/procedures/practices make 
sense for particular business segments/subsidiaries? Does the 
company review and adapt its compliance program based upon 
lessons learned from its own misconduct and/or that of other 
companies facing similar risks?

Culture of Compliance – How often and how does the company 
measure its culture of compliance? Does the company seek input 
from all levels of employees to determine whether they perceive 
senior and middle management’s commitment to compliance? 
What steps has the company taken in response to its measure-
ment of the compliance culture?
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Section 9.2.1 – Internal audit, holds that the organisation shall 
conduct audits at planned intervals to provide information on 
whether the compliance management system conforms to the 
organisation’s own criteria for its compliance management 
system and is effectively implemented and maintained. The 
organisation shall ensure that the results of the audits are 
reported to relevant managers and to management.

Section 9.3 – Management review holds that the governing 
body and top management shall review the organisation’s 
compliance management system, at planned intervals, to 
ensure its continuing suitability, adequacy and effectiveness.

Section 10.1 – Continual improvement requires that the organ-
isation seeks to continually improve the suitability, adequacy 
and effectiveness of the compliance management system. 
When the organisation determines the need for changes to the 
compliance management system, the changes shall be carried 
out in a planned manner.

Section 5.1.2 – Compliance culture, states that the governing 
body, top management and management shall demonstrate 
an active, visible, consistent and sustained commitment 
towards a common standard of behaviour and conduct that is 
required throughout the organisation.

B. Investigation of misconduct

Properly Scoped Investigation by Qualified Personnel – How has 
the company ensured that the investigations have been properly 
scoped, and were independent, objective, appropriately conducted, 
and properly documented?

Response to Investigations – Have the company’s investigations 
been used to identify root causes, system vulnerabilities, and 
accountability lapses, including among supervisory manager and 
senior executives? What has been the process for responding to 
investigative findings? How high up in the company do investiga-
tive findings go?

Section 8.3 - Raising concerns outlines the escalation process: 
the organisation shall implement a process to encourage and 
enable the reporting of attempted, suspected or actual viola-
tions of the compliance policy or compliance obligations.

Section 9.1.2 – Sources of feedback on compliance perfor-
mance holds that information classification and management 
is critical. The organisation shall implement processes for 
seeking and receiving feedback on its compliance perfor-
mance from a range of sources. The information collected 
shall be critically assessed to identify root causes for non-
compliance, ensure appropriate actions are taken, and reflect 
this information in the periodic risk assessment required.

According to section 5.1.1 – Governing body and top manage-
ment, the governing body and top management shall appoint 
a compliance function.

The compliance function shall conduct audits as required 
(section 9.2 – Internal audit). The audit criteria and scope of 

each audit shall be defined, and auditors shall be selected, 
and audits be conducted to ensure objectivity and the impar-
tiality of the audit process.

Top management should ensure that effective and timely 
systems of reporting are in place (section 5.3.1). All non-
compliance needs to be appropriately reported (section 9.1.4 
– Compliance reporting).

C. Analysis and remediation of any underlying misconduct

Root Cause Analysis – What is the company’s root cause analysis 
of the misconduct at issue? Were any systemic issues identified? 
Who in the company was involved in making the analysis?

Prior Weaknesses – What controls failed? If policies or procedures 
should have prohibited the misconduct, were they effectively 
implemented, and have functions that had ownership of these 
policies and procedures been held accountable?

Payment Systems – How was the misconduct in question funded 
(e.g., purchase orders, employee reimbursements, discounts, 
petty cash)? What processes could have prevented or detected 
improper access to these funds? Have those processes 
been improved?

Vendor Management – If vendors were involved in the miscon-
duct, what was the process for vendor selection and did the 
vendor undergo that process?

Prior Indications – Were there prior opportunities to detect the 
misconduct in question, such as audit reports identifying relevant 
control failures or allegations, complaints, or investigations? What 
is the company’s analysis of why such opportunities were missed?

Remediation – What specific changes has the company made to 
reduce the risk that the same or similar issues will not occur in 
the future? What specific remediation has addressed the issues 
identified in the root cause and missed opportunity analysis?

Accountability – What disciplinary actions did the company take in 
response to the misconduct and were they timely? Were managers 
held accountable for misconduct that occurred under their super-
vision? Did the company consider disciplinary actions for failures 
in supervision? What is the company’s record (e.g., number and 
types of disciplinary actions) on employee discipline relating to 
the types of conduct at issue? Has the company ever terminated 
or otherwise disciplined anyone (reduced or eliminated bonuses, 
issued a warning letter, etc.) for the type of misconduct at issue?

The Standard does not ask questions related to past conduct. 
However, in its introduction, the Standard states that regula-
tory and judicial bodies can benefit from the Standard as a 
benchmark when considering an organisation’s commitment 
to compliance through its compliance management system.

In section 10.2 – Improvement, non-conformity and corrective 
action, the Standard lists actions an organisation shall take if 
it detects a case of non-compliance. These actions include, ia, 
reacting to the non-conformity or non-compliance and
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taking action to control and correct it and/or deal with the 
consequences, evaluating the need for action to eliminate 
the cause(s) of the non-conformity or non-compliance, deter-
mining the causes of the non-conformity or non-compliance 
and implementing any action needed.

The Standard does not address the funding of non-compliance 
specifically, but any root cause analysis of non-compliance 
will also cover the financial aspect.

Vendor management is not specifically addressed in the 
Standard, but section 8.1 – Operational planning and control 
covers all outsourced processes and holds that organisations 
shall ensure that externally provided processes, products or 
services, that are relevant to the compliance management 
system, are controlled.

According to section 5.3.1, top management shall establish 
and maintain accountability mechanisms, including discipli-
nary actions and consequences.

Notes
1  See: https://www.justice.gov/criminal-fraud/page/file/937501/ 

download.
2 See: https://www.iso.org/standard/62342.html.
3 See: https://www.iso.org/standard/75080.html
4 ISO 37001 addresses third-party risk in detail.
5  However, the Standard is ‘forward looking’ and general and not 

meant to provide answers to individual cases.
6  The ‘Flowchart of a compliance management system taken 

from ISO 19600:2014’ is reproduced with the permission of the 
International Organization for Standardization (ISO). This standard 
can be obtained from any ISO member organisation and from the 
website of the ISO Central Secretariat at the following address: 
www.iso.org. Copyright remains with the ISO.

© Law Business Research 2021



NO MATTER THE THREAT

Geneva  Zurich  London
lalive.law

THE DISPUTES POWERHOUSE

WE MANAGE YOUR DISPUTES WORLDWIDE

© Law Business Research 2021



Also available digitally

lexology.com/gtdt

Risk &
 Com

pliance M
anagem

ent 2021

Other titles available in this series

Acquisition Finance

Advertising & Marketing

Agribusiness

Air Transport

Anti-Corruption Regulation

Anti-Money Laundering

Appeals

Arbitration

Art Law

Asset Recovery

Automotive

Aviation Finance & Leasing

Aviation Liability

Banking Regulation

Business & Human Rights

Cartel Regulation

Class Actions

Cloud Computing

Commercial Contracts

Competition Compliance

Complex Commercial Litigation

Construction

Copyright

Corporate Governance

Corporate Immigration

Corporate Reorganisations

Cybersecurity

Data Protection & Privacy

Debt Capital Markets

Defence & Security 

Procurement

Dispute Resolution

Distribution & Agency

Domains & Domain Names

Dominance

Drone Regulation

e-Commerce

Electricity Regulation

Energy Disputes

Enforcement of Foreign 

Judgments

Environment & Climate 

Regulation

Equity Derivatives

Executive Compensation & 

Employee Benefits

Financial Services Compliance

Financial Services Litigation

Fintech

Foreign Investment Review

Franchise

Fund Management

Gaming

Gas Regulation

Government Investigations

Government Relations

Healthcare Enforcement & 

Litigation

Healthcare M&A

High-Yield Debt

Initial Public Offerings

Insurance & Reinsurance

Insurance Litigation

Intellectual Property & Antitrust

Investment Treaty Arbitration

Islamic Finance & Markets

Joint Ventures

Labour & Employment

Legal Privilege & Professional 

Secrecy

Licensing

Life Sciences

Litigation Funding

Loans & Secured Financing

Luxury & Fashion

M&A Litigation

Mediation

Merger Control

Mining

Oil Regulation

Partnerships

Patents

Pensions & Retirement Plans

Pharma & Medical Device 

Regulation

Pharmaceutical Antitrust

Ports & Terminals

Private Antitrust Litigation

Private Banking & Wealth 

Management

Private Client

Private Equity

Private M&A

Product Liability

Product Recall

Project Finance

Public M&A

Public Procurement

Public-Private Partnerships

Rail Transport

Real Estate

Real Estate M&A

Renewable Energy

Restructuring & Insolvency

Right of Publicity

Risk & Compliance Management

Securities Finance

Securities Litigation

Shareholder Activism & 

Engagement

Ship Finance

Shipbuilding

Shipping

Sovereign Immunity

Sports Law

State Aid

Structured Finance & 

Securitisation

Tax Controversy

Tax on Inbound Investment

Technology M&A

Telecoms & Media

Trade & Customs

Trademarks

Transfer Pricing

Vertical Agreements

ISBN 978-1-83862-714-0

© Law Business Research 2021




